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Method to Identify Encryption in Malware

Hiroki Nishikawa'' Takumi Yamamoto'™ Kiyoto Kawauchi'

Recently, some malwares encrypt communication to conceal what transmitted is. When the communication is encrypted, it
becomes difficult to identify what malware attack is, what information is stolen from communication logs. Therefore, identifying
encryption logic and key is needed to reveal the communication. Some methods to identify encryption algorithm from execution
traces using features of encryption logic are proposed. In this paper, we use feature of encryption that input of encryption has
many printable words than output for detect encryption automatically. We evaluated two program executing encryption. Each
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case, we can narrow down candidate encryption part of those programs.
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