BB SARERES
IPSJ SIG Technical Report

D094 LIKAT—R

yl

L

It IESEL)

BWE: 7oA L827—F (OTP) #
D1O2DFERELT,
WFE & ERT, %4

It

~

(.ﬂf) INAT) — }‘ I1‘LM1[E75 T@X_ %ﬁ%lﬁ@lﬂ
%m%%ﬁﬁF&t#$®/x7AT%%§h1wéoL#L WHDNZA T —F
HEIZEOTIFENTH 2D DD, ZOFMEEIC O W TIER T X EMEIL O,

Vol.2016-DPS-166 No.21
Vol.2016-CSEC-72 No.21
2016/3/4

VAT LDFEMEICDOWNWT

L Hl F520)

BT 57280

4

DA V— 713, 2011 FFFED a v Ea—F X 2V 74 2V RP 7 A (CSS2011) DA, 2 223 3 &

Iz J: Z) OTP n/u\DE/X T-l\ Ey 0 ;’ﬂi;?ks
219 iz, YA F L DS
P—ERELTRHET 01

WEEE R AR RT 2 70 b a LB 2 0RO RN
BPRTHIEDRTHLIEER L, LL, 2052 FHEERMEL
X, =Y o BF@EEbEELEELE RS, AfETiE, o OTP 3

AR E L DD, Hk DIRES AT LOFENE, & X2 OERWREMICOWTERS,

F—D—K: ]7/57/{-5/\7\]7_]‘u/un

2 %%wmuﬁ 3 %Fﬁwuu

On the user-friendliness of one-time password
authentication systems
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Abstract: One-time password (OTP) authentication is introduced to some systems like financial institution
sites, as one of the solutions for the security problems usual (fixed) password authentication has. To be sure
that OTP authentication has an advantage on the security, but there is no denying that it has some prob-
lems on user-friendliness. We have been investigating OTP systems with two-factor authentication among
three parties since CSS2011, constructing protocols for each process, analyzing the security and presenting

the possibility of expanding the functions.

However, we can see that the user-friendliness is an important

character when we think of the actual system being provided as a service. In this paper, we give how to
improve the user-friendliness of our OTP authentication system, seeing those of other OTP systems.
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