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Scenario Generation Method for Cyber Security Trainer
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Abstract: In recently years, Industrial Control System (ICS) system has connected to Internet and it increase cyber attacks to ICS.
To reduce damage, the plant operator needs to learn and train appropriate action in case of cyber attacks. Activities of cyber
attacks depend on the individual ICS configuration. Therefore, Trainer must define the adapted cyber attack scenario for each
ICS to train plant operator. On the other hand, new cyber attacks occur continually, so trainer must very often re-define the
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scenario for each ICS. We propose a scenario generation method for cyber security trainer for this problem.
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