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A Study for k out of n Secret Computation Protocol

Yutaro Taki1,a) Shigeru Fujita1,b) Yohtaro Miyanishi2,c) Norio Shiratori3,d)

Abstract: When performing information processing by using Cloud System, Cracker is able to crack server

that make up the cloud system, and an administrator of the server is able to do the fraud on Cloud System.

In order to use safely, it is necessary to ensure the confidentiality. To solve this problem Secret sharing

method and a secret computation method has been studied by the secure multi-party law. Above all, “A
Lightweight Three-party secure function evaluatio” is, 1) confidentiality of the input values is ensured, 2)

operation result is falsified, is the detection efficiency is good. In this paper, we report that having examined

the expansion of “A Lightweight Three-party Secure Function evaluation” in terms of the practical side with

some constraints.
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2.1

a

b

( 1 ) a0, a1

( 2 ) a2 := a− a0 − a1

( 3 ) i = 0, 1, 2 [a]i := (ai, ai+1)

( 4 ) [a]i Pi

[a]i i i (mod 3)

2.2

2.1

a, b

a, b (1), (2)

a2 := a− a0 − a1 (1)

b2 := b− b0 − b1 (2)

(3), (4), (5)

[a]0 := (a0, a1), [b]0 := (b0, b1), P0 := ([a]0, [b]0) (3)

[a]1 := (a1, a2), [b]1 := (b1, b2), P1 := ([a]1, [b]1) (4)

[a]2 := (a2, a0), [b]2 := (b2, b0), P2 := ([a]2, [b]2) (5)

a× b := c0+ c1+ c2

[c]i

( 1 ) P0

( a ) r1, r2, c0

( b ) c1 := (a0+a1)(b0+ b1)− r1− r2− c0

( c ) P1, P2 (r1, c1), (r2, c0)

( d ) [c]0 := (c0, c1)

( 2 ) P1, P2

( a ) P1 y := a1b2 + a2b1 + r1

P2

( b ) P2 z := a2b0 + a0b2 + r2

P1

( c ) z, y

c2 := y + z + a2b2
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( d ) [c]1 := (c1, c2), [c]2 := (c2, c0)

c1 := (a0 + a1)(b0 + b1)− r1 − r2 − c0 (6)

y := a1b2 + a2b1 + r1 (7)

z := a2b0 + a0b2 + r2 (8)

c2 := y + z + a2b2 (9)

a × b = c0 + c1 + c2 (10)

c0 + c1 + c2 = (a0 + a1)(b0 + b1)− r1 − r2

+ y + z + a2b2

= (a0 + a1)(b0 + b1)− r1 − r2 + a1b2 + a2b1

+ r1 + a2b0 + a0b2 + r2 + a2b2

= (a0 + a1)(b0 + b1) + a1b2 + a2b1

+ a2b0 + a0b2 + a2b2

= (a0 + a1 + a2)(b0 + b1 + b2)

= a× b (10)

3.

3.1 2 out of 4

2 out of 4

3.1.1 2 out of 4

a 2 out of 4

( 1 ) a0, a1, a2

( 2 ) a3 := a− a0 − a1 − a2

( 3 ) i = 0, 1, 2, 3 [a]i := (ai, ai+1, ai+2)

( 4 ) [a]i Pi

[a]i i i (mod 4)

3.1.2 2 out of 4

a, b a, b

(11), (12)

a3 := a− a0 − a1 − a2 (11)

b3 := b− b0 − b1 − b2 (12)

(13), (14), (15), (16)

[a]0 := (a0, a1, a2), [b]0 := (b0, b1, b2), P0 := ([a]0, [b]0)

(13)

[a]1 := (a1, a2, a3), [b]1 := (b1, b2, b3), P1 := ([a]1, [b]1)

(14)

[a]2 := (a2, a3, a0), [b]2 := (b2, b3, b0), P2 := ([a]2, [b]2)

(15)

[a]3 := (a3, a0, a1), [b]3 := (b3, b0, b1), P3 := ([a]3, [b]3)

(16)

a× b := c0 + c1 + c2 + c3

[c]i

( 1 ) P0

( a ) r1, r2, r3, c0, c1

( b ) c2 := (a0+a1+a2)(b0+b1+b2)−r1−r2−r3−c0−c1

( c ) P1, P2, P3

(r1, c1, c2), (r2, c2, c0), (r3, c0, c1)

( d ) [c]0 := (c0, c1, c2)

( 2 ) P1, P2, P3

( a ) P1 x := a1b3 + a3b1 + r1

P2, P3

( b ) P2 y := a2b3 + a3b2 + r2

P1, P3

( c ) P3 z := a3b0 + a0b3 + r3

P1, P2

( d ) x, y, z

c3 := x+ y + z + a3b3

( e ) [c]1 := (c1, c2, c3), [c]2 := (c2, c3, c0),

[c]3 := (c3, c0, c1)

c2 := (a0 + a1 + a2)(b0 + b1 + b2)

− r1 − r2 − r3 − c0 − c1 (17)

x := a1b3 + a3b1 + r1 (18)

y := a2b3 + a3b2 + r2 (19)

z := a3b0 + a0b3 + r3 (20)

c3 := x+ y + z + a3b3 (21)

a × b = c0 + c1 + c2 + c3

(22)
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c0 + c1 + c2 + c3

= (a0 + a1 + a2)(b0 + b1 + b2)− r1 − r2 − r3

+ x+ y + z + a3b3

= (a0 + a1 + a2)(b0 + b1 + b2)− r1 − r2 − r3

+ a1b3 + a3b1 + r1

+ a2b3 + a3b2 + r2 + a3b0 + a0b3 + r3 + a2b2

= (a0 + a1 + a2)(b0 + b1 + b2)

+ a1b3 + a3b1 + a2b3 + a3b2

+ a3b0 + a0b3 + a2b2

= (a0 + a1 + a2 + a3)(b0 + b1 + b2 + b3)

= a× b (22)

2 out of 4

3.2 3 out of 4

3 out of 4

3 out of 4

3.2.1 3 out of 4

a 3 out of 4

( 1 ) a0, a1, a2

( 2 ) a3 := a− a0 − a1 − a2

( 3 ) i = 0, 1, 2, 3 [a]i := (ai, ai+1)

( 4 ) [a]i Pi

[a]i i i (mod 4)

3.2.2 3 out of 4

a, b a, b

(23), (24)

a3 := a− a0 − a1 − a2 (23)

b3 := b− b0 − b1 − b2 (24)

(25), (26), (27), (28)

[a]0 := (a0, a1), [b]0 := (b0, b1), P0 := ([a]0, [b]0) (25)

[a]1 := (a1, a2), [b]1 := (b1, b2), P1 := ([a]1, [b]1) (26)

[a]2 := (a2, a3), [b]2 := (b2, b3), P2 := ([a]2, [b]2) (27)

[a]3 := (a3, a0), [b]3 := (b3, b0), P3 := ([a]3, [b]3) (28)

a× b := c0 + c1 + c2 + c3

[c]i

( 1 ) P0

( a ) r1, r2, r3, c0, c1

( b ) c2 := (a0 + a1)(b0 + b1) − r1 − r2 − r3 − c0 − c1

( c ) P1, P2, P3

(r1, c1), (r2, c2), (r3, c0)

( d ) [c]0 := (c0, c1)

( 2 ) P1, P2, P3

( a ) P1 x := a1b2 + a2b1 + r1

P2, P3

( b ) P2 y := a2b3 + a3b2 + r2

P1, P3

( c ) P3 z := a3b0 + a0b3 + r3

P1, P2

( d ) x, y, z

c3 := x+ y + z + a3b3

( e ) [c]1 := (c1, c2), [c]2 := (c2, c3), [c]3 := (c3, c0)

c2 := (a0 + a1)(b0 + b1)− r1 − r2 − r3 − c0 − c1 (29)

x := a1b2 + a2b1 + r1 (30)

y := a2b3 + a3b2 + r2 (31)

z := a3b0 + a0b3 + r3 (32)

c3 := x+ y + z + a3b3 (33)

2

( 1 ) a0b2 + a2b0, a1b3 + a3b1

( 2 ) P1 a3b3 c3

3 out of 4

3.3 k out of n

2 out of 3 k out of n

3.3.1 k out of n

a k out of n

n− k + 1

( 1 ) a0, . . . , an−1

( 2 ) an := a− a0 − · · · − an−1

( 3 ) i = 0, . . . , n− 1

[a]i := (ai, . . . an−k+i)

( 4 ) [a]i Pi

[a]i

i (mod n)

3.3.2 k out of n

a, b a, b
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(34), (35)

an := a− a0 − · · · − an−1 (34)

bn := b− b0 − · · · − bn−1 (35)

(36), (37), (38)

[a]i := (ai, . . . , an−k+i) (36)

[b]i := (bi, . . . , bn−k+i) (37)

Pi := ([a]i, [b]i) (38)

a × b := c0 + · · · + cn

[c]i

( 1 ) P0

( a ) r1, . . . , rn, c0, . . . , cn−2

( b ) cn−2 := (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)−
r1 − · · · − rn − c0 − · · · − cn−3

( c ) P1, . . . , Pn−1

(r1, c1, . . . cn−k+1), . . . , (rn, cn−1, . . . , cn−k+n)

( d ) [c]0 := (c0, . . . , cn−k+0)

( 2 ) P1, . . . , Pn

pi

( a ) Pi Si := pi−ri P1, . . . , Pn

( b ) S1, . . . , Sn

cn−1 := S1 + · · ·+ Sn + akbk + · · ·+ an−1bn−1

( c ) [c]1 := (c1, . . . , cn−k+1), . . . ,

[c]n−1 := (cn−1, . . . , cn−k+n)

cn−1 := (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)

− r1 − · · · − rn − c0 − · · · − cn−2 (39)

Si := pi − ri (40)

cn−1 := S1 + · · ·+ Sn + akbk + · · ·+ an−1bn−1 (41)

a×b = c0+ · · ·+cn−1 (42)

c0 + · · ·+ cn−1

= (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)

− r1 − · · · − rn

+ S1 + · · ·+ Sn + akbk + · · ·+ an−1bn−1

= (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)

− r1 − · · · − rn

+ p1 + · · ·+ pn + r1 + · · ·+ rn

+ akbk + · · ·+ an−1bn−1

= (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)

+ p1 + · · ·+ pn + akbk + · · ·+ an−1bn−1

= (a0 + · · ·+ an−k+0)(b0 + · · ·+ bn−k+0)

+ a1bn−k+1 + an−k+1b1 + . . .

+ an−k+1b0 + a0bn−k+1

+ akbk + · · ·+ an−1bn−1

= (a0 + · · ·+ an−1)(b0 + · · ·+ bn−1)

= a× b (42)

k out of n

3.4 k out of n

k out of n

c0, . . . cn−1 (a0 + · · · +
an−1)(b0 + · · · + bn−1)

(43)

a× b = {a0 + · · ·+ an−1}{b0 + · · ·+ bn−1}

=

⎧⎪⎪⎨
⎪⎪⎩

a0b0 + · · ·+ a0bn−1

...

an−1b0 + · · ·+ an−1bn−1

⎫⎪⎪⎬
⎪⎪⎭

(43)

ai, bj

k out of n P1, . . . , Pn−1

S1, . . . Sn−1

ai, bj

P0, . . . Pn−1

(43) a0b0 + · · ·+ an−1bn−1

(43) aibj |i− j|
n/2

n− k + 1

(44)
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n/2 < n− k + 1

n < 2n− 2k + 2

−n < −2k + 2

−n < −2(k − 1)

n > 2(k − 1) (44)

4.

[10]

Mul

2.2

(3) (4) (5)

y, z (7) (8)

[a]0 := (a0, a1), [b]0 := (b0, b1), P0 := ([a]0, [b]0) (3)

[a]1 := (a1, a2), [b]1 := (b1, b2), P1 := ([a]1, [b]1) (4)

[a]2 := (a2, a0), [b]2 := (b2, b0), P2 := ([a]2, [b]2) (5)

y := a1b2 + a2b1 + r1 (7)

z := a2b0 + a0b2 + r2 (8)

P1 P2 y

(45)

y′ := a1b2 + a2b1 (45)

P1 y′ P2

a (5) a1

a

(5) (45) P2 a1 + . . .

(46)

a1 +
a2b1
b2

(46)

(46) a2b1/b2

a2, b1, b2

P2 a1

a

P1 a, b P2 b

2 out of 3

1 × 103, 2 × 103, 5 × 103, . . . , 1 × 105, 2 × 105

a, b rn rn

10

1

PC 1

CPU Intel Xeon E3-1290 V2 @ 3.70GHz

RAM 32GB

OS CentOS 7.1.1503

GNU bash version 4.2.46(1)

1

5

20

1.5

5. (2 out of 3) out of n

(2 out of 3) out of n 2 out of 3

3

n 3

2 out of 3

(2 out of 3) out of n

2 out of 3 3

2

1 2 out of 3

6
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Pi P ′
i

6.

n=3 [10] k out of n

[10]

n > 2(k− 1) k out of n
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