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A Proposal of Anomaly Detection Method based on Timed Markov
Model

KIYOSHI KONDOT ATSUO TACHIBANAT KOICHI SHIMOZONO#
TERUYUKI HASEGAWA' SHIGEHIRO ANO" TAKASHI YAMANOUET

Abstract- It is important for network operators to promptly detect failure incidents and then take appropriate actions
to mitigate them. Network failure incidents are often detected by directly discovering alert information included in
the event logs of network devices and servers. However, in some cases, no event logs indicate alert information that
is helpful to identify the failure. To address this problem, in this paper, we propose an anomaly detection method
which considers temporal characteristics of state transition by using Timed Markov Model. The proposed method is
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evaluated with actual network logs of a campus network, and is shown to have high detectability.
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