FIT2007 (55 6 EIEHREIERB I+ —3 L)

L-047

Security Policy Advertisement & IPsec VPN Convergence # (9 %
IKE Negotiation i3k

T WA

xz

5:1

Rt

BRITO IKE {4113 SPD O# - BEEERN L LTS, SRR TR K DIEEEOR L IPsec
VPN OE$ERERT 27-8 IKE ZF|H LT Security Policy BIEET 3 L BERL, FOEHR

HEEMRCDVTERT 5.

Ak
B

1. =

IPsec &, FICBBERUR2WRIERT SI8ERRHEL,
IP BEZRFETILDOTHB. IPsec ZEHTEHT LICE S
T, FA#EZ Public Network L T&2% IP @ERITHIT L
WT&EB. £7z, Tunneling BEEZEUMELLE L EHHETS
zlickb, VPN 2EHT R LAHEEL 3. Internet A
kR - U CRIBRREIC i » T2 T 2T & » TR s h
EIREIN, IPsec ZARKEH & L7 Internet VPN ZFERE
RBBIFHANEALTWS. IPsec i3, Internet VPN O
EX WAN OtF a2V 7o @bEe T aARE LT, %%
FERINZCEHBE/{EINS. AL TR, Security Policy
Database (L{F, SPD) Entry ODB#ERK L WS BaAbL 5,
IPsec VPN DIR%E & REHMEERDHSZ 7 SO0 —Fic DV TR
~5.

2. WERFWMOMES

IPsec ZEMCT HHE, NINGR M RIVRIRT FLA
(Local Tunnel Address, Remote Tunnel Address) E%EE
T B79IC, Security Policy ZiE 3 20BN HS*. Secu-
rity Policy @ % BAENREIEET S Traffic Selector D
Hicid, IP 7 FL' A (Local Address, Remote Address) * R
LAY 7o bl « R—rBEEHEDLNTVS. LL,
[Psec VPN BEROEBRICHBVTIX, TP 7 RLADOHZEF|A
TEHEHERTRTHS. TOHFETE [Psec WEHHRE 3
IP 7RVADVANERRAEL, bI 709 ZEERIOT Y
FDIP 7 RLALIBET BT & CUIENROBRIERRLT
3.

Traffic Selector *® Tunnel Address DIEEICHT UEHNE
RERETHHE, UTOXI kMENREETS.

e ZRLYIVIDEERTES A FOBMICHEVEREE
BT OVLENDHD
— Traffic Selector : Local Address EF DX

e Security Gateway DEMMIZHEL kD Security Gate-
way DREEBHTI2HENHD
— Traffic Selector : Remote Address EF\DI G
— Remote Tunnel Address EF\ONIG

FERORIREIX IPsec VPN OF RLw ¥V FEBERHAIE
IEE#CLTLES. COMBICHNTRIMAKL LT, £
% &, Security Policy D&REAHE( - gEMLT 27 Fn—

t Net One Systems Co., Ltd.
* AR T Action 3% BYPASS KU Transport Mode O3
ARBELRVEDLT .

FHERINTVS. BANICIE Traffic Selector IZ2TDME
&Y ANY 2FH T35, Tunneling 413 % IPsec YL
DRTERICEITL Traffic Selector DfE% Tunnel Address &
—HE BB 51, IPsec % Interface & U TIRANER
Routing THIf#I$ %%, CHILD_SA MV OBETREL
Traffic Selector ¥ Tunnel Address Z7Tic €D Peer @} D
SPD Entry 24K 3 % /5%, Dynamic DNS % NHRP %
AL Tunnel Address I U TEER & ROBELEHATS7
EENBF NS, ChEIHHAEDLETERTIhS T —A%
%<, FHZ Routing THIET 3 7 7'0—F 13 Traffic Selector
% Routing Information "\EHEHNCRE « RET B &HH
HET®H Y, Dynamic Routing Protocol ZHATAZ &ic k-
THRSEMNONGLBR L 55,

L# U Routing Protocol OIEFIXMLEE OIS WS |l
ECBOTERETERVER L 5. FRCKHERY FT—J1C
WA U723 IKE/IPsec & © 5L A Routing Protocol D&
DHEORAE RS ZERICE V155, X/ IKE/CHILD SA
DEFHEERE UT DPD** OEfT2EBR LIEE, F—0 Path
@ Routing Protocol Neighbor & SA DZ_[&& T Keepalive
BEITTHC LAY, Path FLOBEERML VS RITBNT
EEAHVE LTS,

AT, IPsec MBOHIAZEE D Routing DHHKET
BIBE, AT RUADSNOBRICE SO TR TS
LT ERY. TORE Traffic Selector DfEE U TEREICE
M5BT L ERERIC U TFEMBEOHENTH D, Fik
7 RLAMSAOBRICE DN T 72 ARG R#EE 5 5.

3. XRXO77O0—F

3.1 IKE #%#3i&U T Security Policy @ Advertise-
ment XL SPD Entry Q4% BEME

A Tid, IPsec VPN AT %% Security Gateway
I LT, Traffic Selector £ Tunnel Address DILE « #H
N5 2 M E U IKE OIERRRT 3. AERICE-
T SPD ZEMICHEET AT L A[REL 42D, LAN Prefix ¥
WAN 7 FLADiEh - £F - BilRERAL, SPD ZEE#T
HEH T 5 [Psec VPN BEHEIN 3.

HAEHERICORT. BYIC, BANcAERY FLAEBHRE
LT, & Security Gateway ICAC FOFENR ./ — NEZRT
Traffic Selector:Local Address & Peer £ b 2RIV EHIET
% Local Tunnel Address Z&RET 5. ROT, IKE Peer 2R
T7 FUARFHCREL, IKESA ZHTd 5%+, IKESA
MENI 1B & b AR OHLR Negotiation ~#1T7L, CHILDSA

% RFC 3706 A Traffic-Based Method of Detecting Dead Internet
Key Exchange (IKE) Peers

TR QA OREICEEL, FESDE SA /85 X—4& « ZEMERRENRGE L

107

%, LEE, ChOLDORMBRHERLTVWATLERHRET 3.



FIT2007 (55 6 EISERBIERITT + —5 L)

WL DTz D Payload 3ZHDRNC, BATICHE L7 Local D
TE#ZH B Payload ZFEHLTHEVICAET 3. FLTEY
U7z Peer @D Traffic Selector & Tunnel Address # Local @
5 & BE#EAT), Entry & UC SPD ICB8RT 3. DT x1—
A2 &> T IKE Peer &0 IPsec i#{EIC 48 SPD Entry #
HEITEINT AT EHNTES. S5, HENSROERLLT
BEC228 LTz Remote DEHEEMNT B ik > T, SPD
Z D Security Gateway BITHEMT 3 C LAEEEL 5 5.

LEIDEMEIC X o T Security Policy DFEIERENERE L
%. IKE Initiation Trigger % Security Policy IC#575 9 515
&%, IKESA R2HEN T 378D SPD Entry Z—D{ERd
A7 TEY. IKESA XXREIT AT EATENE, 20
RERD SPD HENT 3 [Psec BEIMNLTARH9ELDT
H-TH, LB Entry BEBTEMENS. %= Security
Gateway DBMEN/FE, EEE SA BPHIIXhEh o7
Gateway ICEUTH, 1D Gateway b 5HHR Gateway DfE
WEEFERE LT2ET 5 Lic &> TEREICKES SPD
Entry DEEITEEEINS. £R, AvyabRodonSA »
BMICHEL T2 LA ATREL 5 5.

HEOTa FaVEHAUENLEERZEBOh AR
BUCHEETS. £FKERTIE, LY - 2HEEBLEAL
Tlick > T, IKE HEDIEARIIEAT S LA PHE
N5, L, BLDEE L Traffic Selector #7Tic SPD
ZHRET H-ORBART 7 L AFIEMNAIEETH B, Security
Gateway MDERRICEET 2% IKE "\ & TB Lick
Y IPsec VPN DY v a Y ERICBY 588084 —1—
Ny FORBRBEOE ML ABLREDHE(LLHZT
EORIDEFEDEME B UIESCBOTLEMTHS L
HEINS.

ARER2ERT B HOEENRIELELDRT. &
X TIEEEED IPsec VPN KBV THRSG —BHEER T
%% Hub and Spoke* b RO INBEHTAZ L 2L LT
HRB. iz, HHEL TS Traffic Selector DI Local
Address, Remote Address D#H 95, BEREZELLTIT ¥
—@ Hub & Hub XU TEH SA #3795 Spoke 721
ZRGEL, BB RO INORIER Security Gateway D
TEESEERCANZVEDET B,

3.2 Security Policy Advertisement [C#E/; Ne-
gotiation & Database

Negotiation Type

IKE Exchange Type

SA Establishing
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IS=T ¥V Ay a bR YRERT BE5T Client. Active
Mode f#H L, EELEER{TS Security Gateway I TOHEH
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tribution D7 70 —FRIEBETH B LHEITHNB.

5.2 BEEMBLIARLE - AFSBEEADOMIE

B ZiX, Routing Table Entry T SPD Entry DE &
% SPAD OH1'C Traffic Selector / Tunnel Address DfEHAH
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