FIT2013 (% 12 ERHEFEM 74+ —5 L)

ooobooobobooobobooobuooboog
Implementation of Logging for Information Tracking on Network

L-012
oo oo oo oof
Akihiko Maeta Kenichi Takahashi
1 0000

000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0[1]0000000000000007000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
00000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
00000000
000000000000000000000000
0000000000000000000000000
000000000000000000 200000
0000000000000000000000000
3|000000000000000000000000
0000000 USBODOOO000000O000000
0000000000000000000000000
04000000000
000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000000000
0000000000000000000

2 0ODooooon

gobooooboobooooooboooobobooon
oboobooooobooboobooo 10000
obooboobooooooobboooobooooon
oobooboooooooooobooooobooooo
oobooboooooooboooobobooobooobo

0000000 00000 000000000000

Takao Kawamura

oo oot
Kazunori Sugahara

oo oof

IPC: 7Ot AM&EE
F. P (S

010000000

goooboboboboobooooooobobon
gogobobobooobooobboobboobobg
ggobbobbooooobbooobobooobobg
(InterProcess Communication:IPC) D 00000000
ggoboobooooooobbooobboobobo
ggobooobboobboobooobboobobo
goboobobobooooboooboo

gooboooboboooobbooobobooon
000ooUOoooooOo (os)ooooosooooo
goooboobboboooboooboooboobobon
gooobodobooboboboobooobooboboo
gooobooboboboboboboooobogoo
gooooooboobooooooboobobobon
goooooooooboobobobobobobon
gogooooooboobog

21 0OO0OO0OO

goboooboooboobooboooboooobobogao
goooboboboboobogboooobobon
gooooooboooobooob pObO0O FOO
goboobooobbooooooobboo rFrbOoOoooo
gboooooboboboboboooooobobon
gbooooobdobobobobooobobobon
gboooboobobobobgobooobobobon
gbooooooooboooooobooobooooog
gboorooOOoOO0FrF 0b000bO0O0bOO00Ob0Oo0oag
gboobooooooooooooooooooooa
Frobooooboobooooobon

gboooooobooooooboooooboooogo
gobooooooooboobooooobooboooon
gbobooboooooooobooboobooboog
gbooobooooboooboboooboobooooog
goobooobobboboobooboboobon
goooooboboboboorboboroobon
gooboboboboboboboobobobob
gobobobooboboboboboobobon

22 1 Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.



FIT2013 (% 12 ERHEFEM 74+ —5 L)

O0"000"0000000007aa” 0000000
ooboooboooobooboooboooobooono
U0bD00bO000O000b00000”aaa” 00000
ooboooboobooobooboboooboooonbo
obooooooboooooooboooboobo
oboooooobooboobooooobooooobo
ooooboooobobooooooooogoo

goooooooooboobboooboooobobogoo
goboooboooooooooobobooooboooobo
oobooobbooobooobooobooooogoobo
oobooobooobooobooooooobobooobo
oobOooboooooboboooooobooooboooooon
oobooooooooooobooboooooboooobo
obOb0oooooboooboooboooboon
goboooooboooOooooooooooboooo
oooboobooobboooooobooobooooobo
gobooOooboooooooboobooboonbo
ooooboooo

2.2 0000000 (IPC)

oobooboobobooboboobooooogoo
ooboooooooooobooobooooobooooon
oobooboooooooboooboooboooo
ooboooooobooobooboooooooooo
oobooooooboooooooboooboobo
ooobooobooboooooooboooboobon
bbooooooboobobz21b0b00oboooon
oobooooooooooboobooooobooobo
oobooobooobboooooobbooooboooobo
ooo

3 bDuooobood

oooboooooooboooboooboooboboon
ooooboboooobooobooo

[001]00000000000000
[0020000000000000000O0OO
(00300000000 00oOo0oUbooOoOn

ooboobooooboooboobooooooboboon
oobooOooboooboooooooooooobooooon
ooboooOoooOooobooobooobooooobooooon
ooboobooobooooooboooooooonon
gobooooooboooboooobooobooobo
ooboobooobobooooooooooboooon
obooboboooooooboooboooobobooboon
gobooooooboooboobooooboonbo
obooboobooboooobooooon

200000000000 DOO0O0DOO0bOOODOOn
oobo0ooboogobboobobooboooobboooobo
ooboooboooobooobbooboooobooobo
ooboobooooboooobooobooooboooobo
oobooobooooooooooobooobbboobo

gbooobooooooooboooboooooooooo
gobooOooooboooooobooooobboooon
gboooobooobobbooooboooboobooooa
gbooobooobooboooboooobooooooa
gboboooboooooobooooboooobooobooa
gboobooooobooboooocoobobooooon
obooooooboooboooboboooooboon

jooboooboooboooobooboobooog
gboooobooooboooboooooboobobooooo
gboooooooobobbooooboooboobobooooo
gobooobooobooboooobooobooooo
gobooooooooooooooooobooboobooooon
gbooooooooobooobooooobooooo
gbooobooooooooboooboooooooooo
gboboooooooo

4 0OOOO0bDbOoOobbOoOobobooboo
goon

linix 0000 262200000000000000
gboobooooooboooboobooboooog
gbooooobooboooooboboo

‘%7")’7—’/3%} [ﬁﬁu &—932}

H—FIVER

2 YRFLI—N

‘ VFSE ‘ REIFTAINVATLE

[ TRvHIT AR ) TR

0200000000000

g20b0b000b0o0boooobobooobooog
gbboooooooooooooboooooooooo
gopooooboooboobooooboooobooooo
goobooooboooboboooobobooooo
goooobooooboobooooobooobooooooo
gbooooboooooooboooboooooboooooo
000000000 oooooooooog (VESO)
gbooooooooooooobooobooboono
goboooboooooooboooboobooooooo
gboooooooooooooobooobooooog
gboooooooboooobooobooobooooa
gbooboooooooboooboboooboooboo
gobooooobooooobobooooobobooboooon
gbooooboobboooooobooboooog
ooooooooo vrSOooooooooooo

gobooooboboooobobooobobooogoooo
goboobooooOoooboooobobooobobooooog
gbooooboooobobboooooobooobooooo
gbooooboooooobooobooooboobooooo
gbooooobogoobo 3bogooo

222 Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.



FIT2013 (% 12 ERHEFEM 74+ —5 L)

O ez )

BEFROSAFHRT -7V
[home/maeta/a.txt

home/maetala.txt

[ORV S =703 ) PR . -
i DRHLATBEHRO A LHR

HEIRIA N TR /S 2

O IR

D read write -

U3 000ooood

4.1 0O0OO0OOOOO

gooboooboobooooooboooobooobobooo
oobooooooooooobooooboooobooobo
oobooboboobooooooboboooboobooooon
oobooooooooboooboobooooobooooon
oobooobooooboooooooooooobooo
oooooooooIbooooooOooooogooo
gobooooooboooboooobooobooobo
ooboobooobooboobobooooooobo
OooooooooIboooooboooooooooon
ooboooooobooboobooboooboobo
oboobooooooooooboobboobo
oboooboobooobooobobooobooobo
ooboooboobooobooobooboobobooobo
ooooboooo0oobobooo0oobDn procdd
ooboboooobobooO0OprocOoooooonOO
ooboooboooboooooobbooooooobo
ooboooboobooobooobobooooobobooobo
0000000 visread DO 0OvfsreadvOd O O0OOO
obooobOobooooobOo Iboooooobooon
oooobooooboobooooobooboooogn

4.2 QOOO00OO0OO0DOOO0OOODOOOO0ObOODOO
g

oobooboooooooooooobooooboboon
ooobooboogobboooooobooobooboon
ooboobooooooooooboooobooono
ooobooboobboooooobooooboonbo
ooboobobooooooooboobooboonbo
gdobooooobooooboooooboonniwrite
OOboO0oO0O0bDOwritevOOODOOOODOODOOODO
O00send00000O00Osendto00OOD0OOO0O
gooobooooooobooboooooobobooobo
ooooboooobooboooboooooobooobo
oobooobooooboobooboooooboooobo
ooooooobooobooobooobobooooboobo
oobooooooOooboooboooboooooboooonon
ooooon

ooboooboooobooobooobooooboboon
oobooboobooooooooooobooboooobo
ooboooooobooooooooobooobooono

gboooooobooobooobooooooooboooo
goo0oDO0O0000D0Ob000000D000000OLinux
goboboooooobooooooobooooooooo
o0DO00D0O000O0O0D0O00000 taskstruct 00O
0000 (0o00o000o00o00)0oU0ooUoooo
gboooobooobobol1ooooboobooooa
gooobooboooboobooobooobo 10100
gbooooooooOoooooobbooboooooo
gooooobooooooooboooboooooboooooo
gO000000O0Oread0readvOOO0O00D0OOOOO
gboooobooooboooboooboobobooobooooo
gbobooooboooboboooooobooobooooo
gboooooooboooooobooobooooo
gbooooooooooboooboobooobonoa
gboooooooboooboobooboooooa
gbbooooooooboboobooooobooooooa
gboooobooobooobooooboobooooa
gboooboooboooooooboobooooa
gboooboooboooboooboobooboooog
gobooboooooboboob4100b00DO0ODO
gboooooooobboobooooooooooooo
gbooooooooobbooobooboboobbooooo
gobooooogo

43 00OO0O0OO0OODOOOOOOODOO

goboooobooooooobooobooooo
gooooboooooooboooboooooboooooo
gbooboooooooooboooboobobooooo
goooooboboobooooobooboooooon
gbooooboooboobooooobooobo1oonoo
gbooboooboooboooooobooobooobooo
gbooooooooooboooboobbooobooag
gbboooboooooobooooboooooboooooao
gboooooooboooboboobooboooooa
gbooooogd

gboboobooboooobooooboooobobogoo
gbbooboobooobooboobooooobooo
goobooobobOooooooboobooooooo
gbooooboooobooobooooooooobooooo
goboooooooooon

200000000000DO0000DOODOOO
gbooobooooooboobooobboobobooooo
gbooooboboooboobooooboooobooooo
gbooooooooooboooobooboooooao
gboooooooooboooboooboooooboonoa
gboobooobooooobooocooboobooooon
gboooooooboooobooboooboobooooa
gbooooooooooboobooboboooooa
gbooobooobobooooooboobooooa
gboooooooooooboooboooooooooa
gbooobooobooobooooooooboooog
gboooooooooboboobooooboooog
gooooobooooooooboobooOoooooooo

223 Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
All rights reserved.



FIT2013 (% 12 ERHEFEM 74+ —5 L)

oooono

5 bouodobbod

gogbboooboboooboobobooobobo
gogoboooobbooobboboobobobobo
0000 /home/maeta/d.txt D00 O0O000O00cp O
00 00 /home/maeta/d.txt O /home/maeta/e.txt O
000000000 cpO0O00O0O /home/maeta/e.txt
O /home/maeta/k.txt 00 0000000000000
gooobobooooboobo 40000

12:26:13 pc1 kernel: File Marked : UID:500 FILE:/home/maeta/d.ixt

12:27:22 pc1 kernel: Read File : PID:4108 FILE:/home/maeta/d.txt

12:27:22 pc1 kernel: Write File : PID:4108 FILE:/home/maetale.txt DEV:800002
12:27:22 pc1 kemel: File Marked : UID:500 FILE:/home/maeta/e.xt

12:36:57 pc1 kernel: Read File : PID:4312 FILE:/home/maetale.txt

12:36:57 pc1 kernel: Write File : PID:4312 FILE:/home/maeta/k.txt DEV:800002
12:36:57 pc1 kernel: File Marked : UID:500 FILE:/home/maeta/k.txt

0 4. 000000000000000

1000 /home/maeta/d.txt 0000000000
0002000 /home/maeta/d.txt 00000030
00 /home/maeta/etxt 00O O O0OOOOOOOO
oooooODO0OD0OD 400000000000O
0 /home/maeta/etxt 00 000000000000
00000000507 000 /home/maeta/e.txt O
/home/maeta/k.txt 0 D 0000000000000
00000 /home/maeta/ktxt 00000000000
gboboboboboobobobboooboooog
ggobooboboboooobbooobbbooobo
goggoobbobbooooobobbbboooooon

obobooooOOoooobobOooooboooboooon
obobOooobOo0oooobobOooooooooobooon
obOoOooobOoooooboooobooobooon
000 (/home/maeta/a.txt) 00O OOO0OOO0O
ooobooooooooboboooboooooonaon
oboooboboooobooobooooboooboon
(/home/maeta/recv.txt) 0000000000000
uboooboobooobooobooobooon
/home/maeta/a.txt 00 D0000000000000
gobooooboboobobuoobobuoooboog
5()0000000000000000 5(b)0000

0 5(a) 0 1000 /home/maeta/a.txt 000000
00000002000 /home/maeta/a.txt000000
3000 /home/maeta/a.txt 0 IPO OO0 127.0.0.1 0
oooooOse30300 IPOOOO 127.0.0200000
O 1ooo0obooooooooooobooooooonn
000000 5()0 10000 /home/maeta/a.txt O
OoooOooooooIpPoO0OO 12700100000
gs63030000b00000ooooooooo20300
0000000000 /home/maeta/recv.txt 00 00
oboobooooboboooooboooooboobo

11:12:15 pc1 kemel: File Marked : UID:500 FILE: home/maetala.txt
11:12:29 pc1 kernel: Read File : PID:3751 FILE: home/maetala.xt
11:12:31 pc1 kemel: Send File : PID:3751 send 127.0.0.1:34026 to 127.0.0.2:10000 FILE:/home/maetafa.ixt

() J000D00O0ODODOODOOOD

11:12:31 pc2 kemel: Receive File : PID:3747 receive 127.0.0.2:10000 from 127.0.0.1:34026 FILE:home/maetala.txt
11:12:31 pe2 kernel: Write File : PID:3747 FILE: home/maetalrecv.txt DEV:800002
11:12:31 pc2 kemel: File Marked : UID:500 FILE:/home/maetalrecv.txt

(b) 00000000000
05 0000000000O0OOOOag

6 0000

gbooooooooobooooboooobooobobogoo
gooooO0lnxO0O0O0O0ODOOOO0ODDOOOODO
gdjoodooooobooooooooooooooo
gboooooooooboooboboboooboooog
gbooooboooocoooooon

gboboooboooboobooooboooobooobogoo
gboobooobobooooboobobooobooooon
gobooobooobooboboobbooooboo
gboooboooboobooooobooboooog
gbooobooobooboooooooboooooa
goboooooooooboooooooobooooooboo
gbooooobooobbooooooboobobooooo
gboooobooboobooboooooboooog

g

goboooo0ooooood2370002702370009800
gbobooooooboo

goon

1] NPOOOOOOOOOOOOOOOOOO OO
oobooooooobooooooboooboooon
0000000000000 http://wwwl jnsal
org/result/incident /20100 html

2] 00 O0000“C0000000O00O00OOOoO
00000000 DF-SalviaODOOODOO000
00000 W@00000000000 Vol 20110
NoO 10 ppd 511-5130 (30 2011)0

3] 00 O0O0O0O0 O00«4w-2000000000
goooooobooooooooooboogo
(O0O0UU00ooOO0ooOOo0OOoOUoobOOoOooooo
O0)o0oo0oo0o7ioo0ooooooooo
VolO 30 NoO 10 pp0 355 - 3560 (30 2009).

[4 OO0 D0OD0OO0D“00000000000O0O0O0OO0
OO00o0O00o0oO0’ooobooooOoonveld
500 NoO 90 pp0 2088-21020 (90 2009)0

224 Copyright © 2013 by Information Processing Society of Japan and
The Institute of Electronics, Information and Communication Engineers
ﬁj\ -H:H' All rights reserved.



