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We have been proposing the secure processor which decrypts the encrypted program on only the instruc-
tion cache. This Secure Processer encrypted only the program, data, such as the contexts was not encrypted.
In this research, the protection ability of this secure processor was evaluated. The key idea to break protec-
tion is observing the changes of the data between before and after an instruction execution. As a result, it
is possible that the instructions within the encrypted programs are identified. So, we proposed an improve-
ment of protection and evaluated it. The idea to prevent the individual execution by the external interrupt,
which can be easily achieved by enlarging the interrupt check interval. By this improvement, the instruction
identification becomes difficult, and we can confirm the effectiveness of this improvement. The reason is
that we cannot separate the effect of each instruction from the sum-upped changes within the sequence of

instruction execution.
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