FIT2008 (557 BMEEMZFRMTT 2 —35 L)

L-003

FILRERARERBTAREEVa2a—VtEX2 T 4 Bl
DFCH B B HE
A Note of the Security Requirements for Cryptographic Modules Description in
Certification Practice Statement

BAt
Hirohisa OGAWA

Ml

1. (XL I

FIEROERERY VERUREFSERABRER, EET
ELBTRAEREIFERTIIAT, EERRAETHD.
MAERY VRURMREARENTHREIN TV
R7ER - FRBICTIERFRIL, BETV2—1TE
X2 VT A B E2BTAIBETERENT VS, iEH
ERYVEVORERBEAREE, 2BITIEEET 2 —
NeF2 )T AEERKEINDZ &, T 2006 E£IZE
BEELINZZEICEVEITZHRFTHILERH .
AR TR, KITORBROKTIET2ZREHE I
WTHREHET S, KEORBMRIL, 2 ETHEHEERY VRUE
HRERABREIIROONAEEEY 22— NEF2 YT 4
EHEOBMELRT. 3 ETHROLRAEORERLFR LR
EL, 4 ECRRORBRFECREAZRYT. i, SE
TIBETRREZEZBEL, 6ETE LD 5.

2.CPSIZEIIABEE A —LEXa YT+ EH

RIER DEFEBAEMR Y ¥ : Certificate Policy (LATF, CP &
T3) RUSBIEFEMEE : Certification Practice Statement
(LLF, CPS £7°3) iF, REEROEXTERRUVER
ZHELTWA. CP/CPS TOHTEERL L TEREAND
RFC2527[11&% % RFC 3647[2] Tid, |7 24£ERT 51D
KHBENABEE a2 —LOERBAREREIATY
5 BEEV2—NOER, ATy MTU RSy R,
‘/EBLIVY— R, FRREEE, HESEX297
4, YI7hU=TEX2UT4, OSEX2UT 4, T
Y X ADERME, BEAOEHRE, BOCTRAMNE) . &
7=, F RFC TiI, EBEEYa—lEFa Y F s EHO
FIPS 140-13)IC ¥ LB EE V2 -V 2FHT3EE5101,
FIPS 140-1 TOERVAAZRRTHZ 2RO TNS,
UEDIITHBEEY 2 — NV IRDENDEX2 VT 4
EhrHEIIED, SREFARHELEESTEY a—n
TEXTOERERUEREEZITI L THEETELIETR
MEBEFREND. TOHIAT, BERVEDLIHF
EVa=NEXa ) T BEHORRIEELREREFET
Ho, BERFOFAEIZE > TEBLOTVRBERD
LB,

3. BRRDEER

CP/CPS BT AREE S a—NtFxa )T 1 BHEOT
RERNT SO 2T, BROBBREOREZITo72
FAELERREZ X 1IRT. BAEHEE LTI, RER
BRTABENTWS CP/ICPS BT CP/CPS DHA K v AR
P INEONTIT U F LB LAERZITo /. #AE

T &¢I ERATRAST

Mizuho Information & Research Institute, Inc.

93

DOFER, UTo L) RERBRALNT.

F1 SRARDIER DR

sRES B —Yar EEL~L WE IR
1| FIPS140 — — —
2| FIPS140 — - LA
3| FIPS140 -1 LoyL 12 | AR/ —
4| FIPS140 -1 LoyL3 | Y/ —
5| FIPS140 -2 LAV 1/2 | FEY/ -
6| FIPS140 -2 LyL3 | M%—
7{ FIPS140 -1/2 VoL 12 | Y/ —
8| FIPS140 -1/2 LyL3 | RBY/—

EROLUL 1 RO 2 3 CEAEFNAESORERK
VREBRZRDOENB L THY, UL 3 REIRER
DREBRBEVRBEIRDLENB LV THSD. —HDOR
WTHE, REHED2R—%2 M) R M7
] 2ERT20HLTCEREFAIERIA TR
CP/ICPS DHA RZ7A4 Vb FELE. —F, sREHOR
A2y CPICPS DH A KT A4 L #FRWTIE, 2REHA,
B —Vay, BEOLVL, BREFHEEVIER
THRBRENTWVWBZ Ehbhof., B, MEFETII,
CP/CPS B} CP/CPS DH A # v ARH» FIVORERR
<, BARKKEEEY 2 — A RBR B ORI EREEL
RRpofclediz THHY) ZBEELTWS LBEsh T
5[6).

4. B OMBRER

RFC2527 XU RFC 3647 b bbb X oIz, BEEY
2—-AEX 2 VT A EBERRETHEORIE, 2REH
%4 (R, B —vay) , BREFTOLADORE
B (ERTREELRL) BLETHDIN, —HO
CP/CPS T, BREHDL-ULDERB WS DNEE
Liz. 2BELH£TOLLORERZWESE, FIAT
BEFEY 2a— VT LTWZ »SEEZRDDZONEL
ZD0eXa VT A BHERHETRVWD, FRTEIR
SEEEMAERTE B LITEVEEL.

AP, BBOREREETITLEREINTWHED,
FMEEEL LT MEY] 2M4MT238481, HYOER
THEEACEORBAICHETIFMIEERFT L THB L
EidHY, BICZO&FM% CP/CPS B L= ANFIAE
& o THEAELRDTU.

5 BETOER

UEORBARZEEL, HTRBIZOVWTERETS.
EROMBEARZBELTIE, SBREFOERLVANVZER
THLTHETED. £, BETRIBZRTEIEH

(% 4 531



FIT2008 (55 7 OIBEREIFERM 7 +—35 L)

X FIPS140-12 721 Tiddel, fOEBEEVa—LEFxa
VF A B LEFEETD. UTIKERTEE 3 2OSEY
a—nNEFXa )T 4 BERT.

1. FIPS140-1/2/3[3][4][5]
2. ISO/IEC 19790[8]
3. JIS X 19790[9]

FIPS140-1/2/3 1%, LAV EETIHEREV 2 - X
2 VT4 BEETHY, BROBERRETCLEL RN
BREATHD. £, FIPSI40-2 2 20064 3 HIcEH
BER L SN ISOMNEC 19790 3% 0, BRFERTHD
JIS X 19790 REETS. LULD 3 2DBBEHLHNT
T THIBERERTREFHE2ERTS. I,
FIPS140-2 # RICEHEEB{LINTENLHE V- T, EbIZ
ISO/IEC 19790 ~DHRIZHKEITT A MLENH D01 TiEA
V. ¥ 77, FIPS140-12/3 128 W T b W ELIATORTERSE
BRI T RN EMT A BT Tk <, FIPS140-
172 ORFFEEBI&BEFHTHB. TD=8H FIPS140-1/2
WEMBLENEE 2 —L0BE, BEMETL
FIPS140-3 SRIABEOBEE o —N2FATHEE%2E
BLUTCP/CPS DHUET#RETTEZ L BREBEATHS.

5.1 FIPS140-3 T O ®ETaER

FIPS140 1%, 5 £ 2L IC RE LA IThNEE, KERM
RiITEnb. BHE, EREN T3 FIPS140-2 OZEIZD
WTh, ST 2008 EEFIT FIPS140-3 ITBITT A FE
Tohotz. (BTE, FIPSI403 X RS 7 FOBETHY,
UBORNEDL K77 FERBORNBRCESWTWS. ) =
D RT 7 FEREOD FIPS140-3 TiY, EESa—1DL R
NWEREPEBEEIN TS, FIPS140-2 TIZL-ULH 1 226
4 F THRESIN TV, FIPSI40-3 TIEL_AR I 525 5
EFTCRIEFRENTWAS., 228, LRI L-LIZDON
Ti, FIPS140-2 TIXL A 3 L LR 4 OEICERICK
EREVRD DT, TORCHBIZVLARHRTE
BEZ2-2TW3., 201, HRORFEF D HSM
(Hardware Security Module) D& X =2 VT 4 B TEHLTE
BENTWS [FIPS140-1 BTR 2 DL~ 3] &5 R
% [FIPS140-3 L ~YL 3] LRETLTH KX RETRE
LZ2v.

5.2 ISO/IEC 19790 T O AT ok

WMEEYa—NEXalF1ERE LT ISOIEC 19790
A5 2006 4 3 AICEBEELINEDIZ, RAZREHIC
EOWEERIIKTTAZLbELONS. LAL,
ISO/IEC19790 X, FIPS140-2 # E(Z/ER I T3 M,
FIPS140-3 IR I TV, F7-, HEEATIE, KBS
EFEV2—ARBREUGEHECE L CIXEREEARE R
F—ABRFELREY. Z0OED, EEHEEARZRAX—A
DEFENDIETIE HY) ZE0BREPLELRY,
LOFEHEA %A FIPS140 R IS X 19790 D L~yL 1 RT3 &
THREDOTRBSLEEL RS,

5.3 JIS X 19790 TOHET ek

BAREIZEB VTS, ISOMEC 19790 2 EiZ, BEFEVa
—NEX2 VT A EHETHS NS X 19790 K& ORISR A #E

94

TH5H JIS X 5091[10] A EITEh, 2007 F 4 Adbd
JCMVP (Japan Cryptographic Module Validation Program)
NE#ERXEALTWS. BB L7z CPS ORER THESEE
AWSEND THY) Z2o2WTiE, BARRESEY
—VRBREORIEHESFEE LoDz, 4
Y] LVWOHBRFELBRLEZEBESRTWS. Le
L, EFEHABIHEINZHETIE, JIS X 19790 OEH
P LEESEYa2—VERAWAZ LT, Y] &
WOHEBEEELY BT TAILERRY. £, BFEFH
BESL2FATIRETHNEIRSES 2 —LRRED
SEREERIEEDS JIS X 19790 X IR E SN ABE L EETA.
PDEozZ ths, BAEOBEFBNE UCHET 38T
#A (GPKI, LGPKI %) Thid, EFHFICENTS
ZEMEELL, NS X 19790 (MSR-01) TORRICHET
THIELELOND, —JFF, BEFAT IS X 19790 DR
EFERELE HM on—FRu =7 b—7 VEREFELR
V. FD, JIS X 19790 DRERX BB LEEEEY 2
—/UHBLE, RFEEINDE T, BEMI ISO/IEC 19790
TOHRTED L FRICHRFEE LT Y 2f4md
DUERDB.

6. F&0

ARFITIX, CP/CPS DEEBEV a—NEXxa YT 4B
RREZREL, MELRTTLE. £, BRO%KITIC
HLTERBT REELEB L. BEBRLEBR, BELR
L—RARKETNTRELZSBEMSHL LTI, X TEE X
NTW3 FIPS140-3 THBHZ L &R LK. —F, BEAED
ETBFE UTHETIRMER THNHIE, JIS X 19790
TORBRBTVEH THI A% RLE. T, EERESR
Td 2 ISO/NEC 19790 i3 B ¥ 2 — VHABR K UFREHI B
BT AEBBEARAT—LAREELRAVW - DHEEF
HELT MEY) OBERKLETHEZ LR
A%, sREMSETH D FIPS140-3 DERREITR,
ISO/IEC 19790, JIS X 19790 DR EH IZFEDTEE LTV,
ERBGETERTTATFETH S.

SE W

[1JRFC 2527 , Internet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework ,S. Chokhani,W. Ford,
March 1999.

[2IRFC 3647 , Intenet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework, S. Chokhani,W .
Ford,R. Sabett, C. Merrill, S. Wu, November 2003.

[3]FIPS PUB 140-1, Security Requirements for Cryptographic Modules,
National Institute of Standards and Technology ,October 2001.

[4]FIPS PUB 140-2, Security Requirements for Cryptographic Modules,
National Institute of Standards and Technology ,January ,1994.

[S]FIPS PUB 140-3 (DRAFT), Security Requirements for Cryptographic
Modules, National Institute of Standards and Technology , 07,2007.

IEFRIERY ¥ —HA FI4 v (R) EERER FHBES
MHEABEERLBRAERS, FAR I8F3 H.

[TIAARREEHOBRKICHET 2RERESE, MITEEAERL
FRHEEREAS, 2003 4E 3 A

[8]ISO/IEC 19790:2006, Information technology — Security techniques
— Security requirements for cryptographic modules, 2006 4E 3 A .

[OPIS X 19790 tX 2 V7 A BN ~HBEL2a—ADEX2 YT
4 BEREFIE, 200743 A.

[10] JISX 5091 EX =2 ) T 4 B —FEHE2—nDOEX=2Y
T A RBRES, 20073 5.

[11] JCMVP BEEE L a—N ¥ a U7 1 Eff (MSR-01), M379T
BUE AR BB HEERE, FROI9F 107,

(% 4 53D



