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Abstract: In mobile ad hoc network (MANET), secure routing protocols based on trust, which is a value rep-
resenting the degree packets are forwarded correctly, are developed as countermeasures against selfish nodes
not cooperating with packet forwarding. However, in the existing secure routing protocols, as it takes many
times to detect nodes that drop packets due to their resources, each node may select the route including such
selfish nodes. In this paper, we propose a trust evaluation method adapted to node behavior by detecting
changing behavior (TEAB). After each node detects changing behavior according to the variation of trusts,
the node changing behavior is evaluated from the current behavior. Therefore, it calculates stable trusts con-
sidering nodes changing behavior in secure routing. We evaluate TEAB through the computer simulation.
The results show the number of dropped data packets decreases by detecting selfish nodes quickly.

Keywords: mobile ad hoc network, secure routing, trust, changing behavior

1. FU®IC

AR, BEjH R/ e TR S s B85 ViR O K
XY, BEHFEEASTIC - FETHAL BRI
ENANVT Ky 74y b7 —27 (MANET) 2%EH &1

b BRI KRBT AR
Graduate School of Science and Technology, Keio University,
Yokohama, Kanagawa 223-8522, Japan

2)  umeda@mos.ics.keio.ac.jp

© 2016 Information Processing Society of Japan

Twh. MANET TiJ, EHEEETE W/ — FEIZBW
Th, /) — K28 v b odkz 32 2 & ClfErs 5
W75, LL, MANET IZBWTHEINTWAE/NAS
LV — FIREHIRRIREE Vo2 v — ZHIBRDSH 5 72
W, M/ — Foxry PHERRICH I TR WAICH S/ — F
DHEADVRBEENTWE [1]. 22T, FlEw/ —Feid
HYDY v — A2 HgE LT, EREERS N7y
FEEMMICHEET S/ - F2RT. 2ok)ic, Hg

471



BEAIEF=ERNEE Vol.57 No.2 471-479 (Feb. 2016)

PHEART, TXTO/ — FPFHBIZSINT 5 2 & TR
ENEAY NI =27 OB LT, &N/ — Fig) v—
ANWZBWVTNNT y MREICHIRSH L. TD7d, Xrv
N HRHKICH I TR WHICH / — KA MANET ICfF7E L,
WEDEI LW EHHEE ShTwa (2], (3.

2T, MANET 2B 2tFX2) 715D 1D
LT, ¥Fa7 V=71 770 M VPizesinTwn
%4, ], [6]. EFaTN—F1>7TIE, FTRAPLIE
ENBFMIEZFIH T2 &, N7y b2 ERICHE
FTHHCH ) — FE2RAIL, N7y M2iEkd b/ — Ko
HEPHRT LR L ERT LI HNET S, C
T, NTAMEIE - FRREICB B ETEE Bt
L7ZZETH Y, —#I/7 y A EFICEREIN DL EAEN
Y. K/ —FEFIALEEEL, ZOMEICEDSNT
SHERKZEST S Z LT, MANET THEFE % #E % 1 hE
123 5.

LoL, MEOYF 2T V—T7 4 27 TRIFINE ) —
FARHOBIIRGIHIROBAIT & b % o TRAFCH
J = FIZZEAL L7236, ATEZRIbIC X o> THizIicE T e
FICH ) — FEEALZRBEZRINT 5 &0 ) MEXED 5.
JERE LT, fTEZL L 2EROFICH /) — F2 T
BNC L, REEROEFFEMENZ LD 2 0P HITH
N4, 7, bTAMIBEED T v MEEOFEIZ L -
TRE D720, BEIMICIUE L 7%  Ofnkitikn 58T
THEZETHRELIEIC D, SO REM»S, / —
RS ) — ZDZALIZH bR THEH /) — FICZ b L7235
ETHoTH, TCICFTAMIKRELEETICHCH
J—=RELTHmENZ V., RIZ, £XFaT =747
TIEENTAPOEALICEDLE TREFEF OME 2 e s
5. TD7%, BEOFHESEL, PTANH T Y EAL
L/ — FOTEIZEL TR O T 2frbiuy, Fld
W)/ — R & & AR BEICHEbIS.

Z 2T, KL TIRIATHEML AL T, / — FOITEIC
W L7z M7 A 2 FEET 5 FE TEAB (Trust Evaluation
Method Adapted to Node Behavior in MANET) [7] % $
K35, METFHE, &/ - 057 A MoEfbmIciko
EBEHE — FOATEV AL ET 5. €L C, /— FOFT
AL T T A MNERFICH 585 O iRk Lk #
FZZLSEH LT, T8 2 0L 2055 %%E L
N IAMNEHIFCTCELNIANETVTHS., ZOFE
WZ&koT, /= FOTE 2 LS BREICBWTHAIE
1) — K% [l L 72@fE 2 BT 5.

PITARZB L TIE, 2 ZI2BWTRLEZEIC O W TR, 3
T TEAB #18% L, 4BTYIalb—3 a3 VEMIc LY
REFLEOFMELRT. RBEICSETHmE kX5,

2. FEEMZR

ARETIEIMANET IZB17 5/ — FOITEIE T VR F o

© 2016 Information Processing Society of Japan

TN—=T 4 7B L MENEE ST, €I THwLR
5 FFAPETIVIIOWTIENRS.

2.1 MANET IZH3/— ROTEETIV

MANET IZEIN$ 5/ — Fig, /) — Ko 87 v b 2%
BT LEEEHSTHS, LL, —MRICENAIV ) —F
ENy T TEET A EESNTEY, BHDOY YV —X
AT A 7201 ) — R SR ER S8 v + %
WEST 2 L) BFEH ) — FOFEET S [1). FIE —
FOAFEIETIVE LT, $XTON7 y b El#ETLET
WV, BRI —ERO N v bR BEET HET IV, —IFIC
Ny NERWETLETUVPHEESN TS, $§XTO/N
oy DERBET L — NlE, 737 v PO E Vo ST
bewnizd, 20/ — NeEORBETIRT— /8 v M8
HE/ — FETEREL V. 2070, 37y FEERHT
KFL, &y N7 =27 SKROMREMMET T 5. BIRWIZ—
BNy N EWET L — R, H#E ST b o Asiii%
THIELTHG®RMTAREEMET L/ — I, —%
D EDUEG i L — Kb iFons, 72, —H
BNy PEBEET L ) — Fid, Ny 7)okl v
T2V —ADWAICED o T, Ny PEREGEL TV
T 2R v DT 2ATEIN LT 5. Th
LD/ —FiE, —/ ATy MEEEIToTWwWA L) ICH IR
25720, Ay NI =7 RRELSEDHENE % 5.

2.2 EXaT7I—FT4qF7OMINL
tF¥FaTIV—F1 7L LT, FCH/ — FaRbEEL T
G LI A T B 720 O TESHE ST & 7 [4).
% — RN T AN EIEEN B EHEMEZ FVT, X0 RESE
WCHW — FIZT7— 9 2imECTE 2T o) 5.
tXaTN—F 47T balofiEsE LT,
AOTDV [8], LWT-AOMDV [9], TA-AODV [10] #° % .
AOTDV IZ b T A MEKRy TRIZED V=T 4 V7T ZE
HLTWwh, &5(2, LWT-AOMDV & TA-AODV Tlit
FaTN—T 4 Y TIZBIT BRBEEED F — /N~ N
TR S D,

2.3 FIXLNEFIL

X a2TN—=FT 4 T THWSENSL T ANETIVIL,
Vo7 hFAMENRZAFTIANEW)REL 2HED M T
A D HHK SIS [8).
231 ULURIZb

Vo 8T AMEIE, R — FOSIERIINT v Frin
PRI BDOEEE R BN LMETH L. K — i3
J = PNy MR R R L 72fR, £ OBRANIER 1260
TENDEDF =N TICL o THERT A, Bt/ — 1
i FISFLTCHEDY 7 P T AN Lij(t) U TFOATH
Hans.

472



BEAIEF=ERNEE Vol.57 No.2 471-479 (Feb. 2016)

Tpgep =0.18
Tagep = 0.72
Tagrp = 0.8

@F: 120
O szm/—r

1 N2 LF A OB
Fig. 1 Example of path trust.
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Fig. 2 Example of detection of changing behavior.
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Fig. 5 Variation of time window.
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Fig. 7 Variation of average linktrust of selfish nodes.
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