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Abstract In this work, we propose a learning type monitoring system that discriminate DDoS
backscatter packets from those of other traffic observed by darknet monitoring (i.e., backscatter or non-
backscatter). Upon the packets that are sent by a host towards the monitored darknet during a short
time-window, we define 17 descriptive features, which are then input to an SVM classifier for classifica-
tion. In the experiments, we use TCP packets sent from except for port 80/TCP as discriminate DDoS
backscatter and incremental learning. Its adaptability is further illustrated by visualization of the host

activities during the time expanse using dimension reduction techniques.
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