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Abstract Localization attack to a darknet monitoring system is detecting sensors that constitute the system.
An attacker selects a probing traffic that embeds a secret signal and transmits it to a target network for detecting
sensors. To counteract this attack, we have proposed a dynamic darknet monitoring method. It switches sensors,
which contribute publicizing monitored results. In this study, we assume that attackers embed a secret signal
among multiple ports on one sensor. Therefore we propose an improved dynamic darknet monitoring method. It
switches ports as well as sensors, which contribute publicizing monitored results. We examined monitored results

obtained by our method using dataset provided by nicter darknet.
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1_OTime Series Graph of 8888/udp in April of 2015
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