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Abstract The message authentication code Chaskey proposed by Mouha et al. is designed to
be suitable for 32-bit processors and the performance analysis on ARM Cortex-M is given in the
proposal paper. In this paper, we implement Chaskey and evaluate its performances on Renesas
micro-controllers RL78 and RH850.
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O 1: Mode of operations of Chaskey
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O 2: The round function of Chaskey
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O 1: Performance comparison of AES and Chaskey on Cortex-M [17]

CPU 000000 | ROM(B) | 0000 (cycles/B) |
Cortex-M0 | AES-128-CMAC | 10,816 136.5
8,988 140.0
Chaskey 1,308 18.3
414 16.9
Cortex-M3/4 | AES-128-CMAC | 11,512 105.0
8,740 89.4
Chaskey 908 10.6
402 11.2
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0 2: Implementation results on RH850
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Assembly | 5,142 41.3
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Assembly | 1,156 7.4

— 1307 —



0O 200Chaskey 0 AESOOODOODOO
gobooobooboobboooRrESSOODOO
Chaskeyd AESO0O 560000000000
O0oDoO0oDoODoOooooRrROMOOODOODO
gboooooboobo KBOODOOOOOoOO
gobooboooboboooooon

4 80000000 RLY80O0ODO
Jodd

4.1 RL7800000O0OODO

RL7OOOO0O0DOOOOODOOO [19)0RL78
gbobgooboooooooo3soooon
gbooobooboooboobobooog
0000000O0o0ooo0o00oooooo o

4.1.1 0000

RL78OOS8OO0OOODODOO a, %, b, c,
d, e, h, 100000000400 16000
ob00d0 ax, bec, de, K1 ODOODOODOODOO
U0000ax0000000000DO0O0DOO
gboboboboooboboboboo1l1obooong
U0 ax000000O0O0D0OO0DO0O0ORN1IOO
gbogboboobobooboboobd
gbooboooboooooboonooooooog
gobogooooboo

4.1.2 00000

RLODDODODODOOO08OODOOLOOOOOO
jdodooooooooooooooo 1e
gboboboobobobobogoboglend
gbogboobuooboobobobodgbdgd
O000O00ODOChaskeyOOOOOOOODO
gbooobooboobobosubooood
goboodgbooooo

'ReCOD0000000O0DODODOO0O0OO080000
ocooO0O100000000000000O0DO0ORLT8
uoooooooooboooooooboooooooobo
ooo

O 3: Instructions of RL78 used for the imple-
mentations of Chaskey
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O 4: Implementations of Addtion, Rotation, and Xoring on RL78

Addition Rotation Xoring
movw ax, [hl+tgtO] | movw ax, [hl+tgtO] | movw ax, [hl+tgtO]
addw ax, [hl+srcO] | movw bc, ax xor a, [hl+srcl]
movw [hl+tgtO], ax | shlw ax, left xch a, x
movw ax, [hl+tgt2] | movw de, ax xor a, [hl+srcO]
xch a, x movw ax, [hl+tgt2] | xch a, x
addc a, [hl+src2] shrw ax, right movw [hl+tgt0O], ax
xch a, x addw ax, de movw ax, [hl+tgt2]
addc a, [hl+src3] movw [hl+tgt0], ax | xor a, [hl+src3]
movw [hl+tgt2], ax | movw ax, [hl+tgt2] | xch a, x
xchw ax, bc xor a, [hl+src2]
shrw ax, right xch a, x
shlw bc, left movw [hl+tgt2], ax
addw ax, bc
movw [hl+tgt2], ax

O 5: Implementation results on RL78

000000 | 0000 |RAM(B)|ROM (B) | O0O0O0 (cycle/B)
AES [10] 0000 60 1,021 3,855
0 ROM OO 78 486 7,288
Chaskey 0000 37 437 1,357
0 ROM OO A7 264 3,712
ooon
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O 4: CPU loads of crypto-processing on RL78,
the transmission limitation of the chip is con-
sidered
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