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Abstract Separating network and controlling access among separated sub-networks are ef-
fective countermeasure against cyber attacks. Such countermeasure can prevent unintended
communication by malware. Furthermore we can quickly sense infected hosts, estimate their
influence and isolate them from the network. However, enormous effort and operational cost
are required to construct such a separated network and proper access control. As a solution, we
propose a construction method of separated internal network that refers directory service to ob-
tain employee information and his/her access authority for the separation. Furthermore, we use
network traffic data to determine unnecessary communication among separated sub-networks.
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