Computer Security Symposium 2015
21 - 23 October 2015

NEEEREILICEKATSA/ R S IZHEHL = Android 7TURE AR

MR BEtht &K ZEAT AR Eft Jilis FHE FaiE IF Bt

TR KZE K ERIERFEATFR 432-8011 Hl R AT H XKL 3-5-1

X%t KDDI BEAT 356-8502 Hi EIRS5 UAB TR 2-1-15

HOEL AX—LIATIVIZBTETSANVERORZEIIRVAREREIZLSH, TS5\
RENEHINE-T7ITURENIRDODONTETNS. KBTI, RAEENTTURBITTSANR
YUICELEBTTAT S LDAEEEETFAMY JEFIENDBEAIZREEL, TS5\ IERD
EREFAERELRE T TVRRETSIHEMAERERTSH. ThikY, Privacy by DesignZ&E
HBINE=T7IVEENTONEELELIS, BRAMUBEDAvE—D YO VT EBARETHIET,
TTIVMNTSANOR)VIZELTNDIENERTED8, 7IVETSANIRIL DEES MR
BELRHLED.

Privacy-by-Design Development of Android Application
by Domain Separation based on Privacy Policy

Shinya Kobayashit Tomiaki Suzukit Junya Kanit
Hideaki Kawabata¥ Masakatsu Nishigakit

TGraduate School of Informatics, Shizuoka University
3-5-1 Johoku, Naka, Hamamatsu, Shizuoka, 432-8011, JAPAN

¥KDDI R&D Laboratories, Inc.
2-1-15 Ohara, Fujimino, Saitama, 356-8502, JAPAN

Abstract Recently privacy information leakage by Android applications becomes very
serious, and therefore the protection has become more important. In this paper, we
introduce a mechanism to limit the propagation range of privacy information in an
Android application codes by properly separating the internal structure of the codes
into “domains”. As a result, it can be confirmed that the Android application is in
accordance with the privacy policy, just by static analysis of the message passing
between each domain. Therefore, this “privacy by design” approach helps to make
consistency check between Android application and privacy policy easier.
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