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Abstract Social matching service which achieves interchanges between persons with similar
interests have been popular by matching profiles each other in recent years. On the other hand,
social matching service deals with personal data, so that privacy-preserving profile matching
protocol, which can match user’s profile while preserving personal data, has been studied for
preventing its leakage. However, fine-grained matching as considering a condition has been
not achieved in existing schemes. In this paper, we propose a privacy-preserving conditional
profile matching protocol, which can deal with a hierarchical process such as the matching is
performed when a condition is satisfied. In our protocol, if a server is attacked, there is not a
leak of participant’s secret key or personal data because our protocol is designed for a server

not to hold such secret data.
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