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Abstract The attacks called Advanced Persistent Threat (APT) attack targeting a specific
organization is increasing. The APT attack uses malware called Remote Access Trojan (RAT)
stealing the confidential information of the organization by remote control and it is said that
completely preventing infection is difficult. Therefore, the exit measures to detect after infection
as soon as possible are important. There are a network-based and a host-based, RAT detection
method and the host-based one is effective because it can acquire more informationd However, it
is not revealed whether you can early detect RAT by the existing host-based detection method.
In this paper, we focus on objective difference between RAT and communication of the normal
application and propose method early to detect RAT on a host for an initial stage after the RAT
infection. The proposal method is not only possible to early detection but also less processing

time than existing study because it use only information of the initial stage.
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3.1 Remote Access Trojan (RAT)
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