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Abstract Malicious users leverage exploit code to breach security of systems on the internet.
Exploit code has a lot of varieties even if same vulnerability is used by the exploit codes. It’s
caused by variety of attacker’s tool and changes of exploit code can indicate trend of attackers and
malicious tools. In this paper, we show a method of clustering attack data and our experiences
of analysis.
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Require: D, ¢
C+0
for all d € D do
Craz < il
Trmaz < 0
for all c € C' do
r < ratio(d, c)
if 702 < 7 then
Trmaz < T
Craz < C
end if
end for
end for
if Crae = nil At < rpe then
Cnew — NewCluster(d)
C + CUcpew
else
AddToCluster(c,d)
end if
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