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Abstract Similarity-searchable encryption technology based on homomorphic encryption has
been proposed and expected as a potential tool for constructing privacy-preserving genome
analysis methods. However, there is a privacy issue that a data searcher (i.e. genome analyst)
would easily infer plain genome data of patients when the method is directly used for constructing
the private analysis scheme, even if the genome data is encrypted. In this paper, we propose
generic techniques to address the privacy issue. Concretely, by using a homomorphic operation
which randomizes the hidden plaintext of encrypted data, we show a technique that the data
searcher obtains the plain score given as search result if it is less than a given threshold value,
or receives only information on “the plain score is over the threshold value”. We also propose
further techniques that the data searcher receives only information on the fact whether the plain
score is over the threshold value or not.
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