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Abstract Attackers compromise target hosts by various methods and tricks. In targeted attacks, especially, the tricks are
sophisticated. For example, attackers send users in the organization the e-mails which look like regular business mails and
include the malware attachments that slip through the entry control measures. Attached malware entice users to install
themselves by pretending to be business documents. Due to tricks like this, it is difficult for victims to avoid malware
infection. Therefore, for purpose of preventing information leakage, we have to detect targeted attacks before attackers steal
information. We have proposed a method to detect the malware that display decoy document by focusing on process tree
created immediately after compromises. In this paper, we experiment with new dataset, and show the effectiveness of our

method by comparison with commercial endpoint appliances.
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