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Abstract In this paper, we propose a novel detection scheme for advanced persistent threat (APT). The
scheme focuses on the phenomena that as an attacker intrudes into multiple hosts via lateral movement, the
compromised hosts in turn exhibit a few suspicious activities. Then, the scheme extracts the lateral
movement as a graph with the suspicious hosts as the nodes, and detects the attack based on the graph.
Evaluation experiments with two month monitoring of 30 hosts in a same department of an organization
show our scheme achieves more precise detection performance than an existing scheme.
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