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Abstract Online services are increasing, and the use of mobile devices, such as smart-phones
and tablets, is spreading. User authentication has an important role for the services, which can
evaluate both of security and usability and handle authentication methods. In general, because
of the balance of security and usability, the alternatives should be diverse. Although service
providers can have a variety of combinations of both single-factor and multi-factor authentication
methods, it is not possible to make appropriate management without evaluation methods that
can evaluate both security and usability. In this paper, we propose a multi-factor authentication
framework using a probabilistic evaluation method based on Bayesian approach.
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