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Abstract Attacks for essential software may enlarge damages. To prevent this type of attack
and to mitigate damages, we proposed an attack avoiding method that complicates process
identification from attackers. To complicate process identification, we employed a replacement
method for process information. However, this method have a problem that enable adversaries
to identify an attack target process by monitoring process information continuously. To address
this problems, this paper proposes a memory access control mechanism using virtual machine
monitor. This mechanism hides original process information and provides much more difficulty
for process identification.
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