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Abstract In general, mobile users choose their favorite apps by referring to the ratings and reviews on
app stores. However, adversary may leverage fake ratings and reviews by impersonating normal ones in
order to make mobile users download malicious apps. We aim to reveal such unusual information hidden
in app stores by analyzing the ratings and reviews on app stores. In this paper, we describe dataset
collected from two Android app stores, the methods for analyzing ratings and reviews on two Android
app stores and analysis results about unusual ratings and reviews.
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