Computer Security Symposium 2015
21 - 23 October 2015

FHEE L 7= KRB CALIBRIBER T — 9 N— R DFRE
R A ¢ FiHL K 1

INTT ¥ a7 7Jv b7 4 — LW
T 180-8585 Bz UAR iy ik 3-9-11

{ kiribuchi.naoto, ikarashi.dai }@lab.ntt.co.jp

HOHLEFL ARTIET —EZRXR—ANSOFERFHZ <720, BHNT2T7—XEZMEL, ¥—IC
DT —EANR—YHONEZ L T—EAR=ZANBNTELVAT LRZRET S, BEMET
@ TEDT —REFWINZBNDH L5055 HFREHNTWZH, RFFETIEIVF =T 1 5
BEHWDZ LT, EREDBEOMENZEHT S, SV FNN—T 1 5IRIK, EHEOW T
HTBHZETT—XEMEL, BFOREBTHEHEZITOEMTHS. RELLRKGHTHE D E, &
AR T —AR—AFBEFTTDHVAT LZEEL, KRBT — XD —fE8HkE —FEIRICH
JAMREEHIET B, 7272 LG T AMWREIZ EO@FTH Y, SBUETLITETHS.

Design of a Database System Processable

Under Keeping Data Confidentiality

Naoto Kiribuchi Dai Ikarashi

TNTT Secure Platform Laboratories,
3-9-11, Midori-cho Musashino-shi, Tokyo 180-8585 Japan
{ kiribuchi.naoto, ikarashi.dai }@lab.ntt.co.jp

Abstract In this paper, to prevent information leakage from databases, we propose a system
which can store and process data keeping its confidentiality. Although existing works which use
encryption scheme with a risk of conjecture, our system realize higher confidentiality by multi-
party computation. Multi-party computation is a technique to keep data secret by dividing
data into pieces under secret sharing method and to process and work on the pieces without
decrypting the original data. Based on the proposed system design, we implement a system
which process basic database SQL operations, and the performance of system shows reasonable
result for small table data set. Improving running time of batch copy to and from client for
large scale data is our future work.
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