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Abstract In recent years, there has been a growing trend towards outsourcing of computational
tasks with the development of cloud services. The Gentry ’ s pioneering work of fully homomo-
prhic encryption (FHE) and successive works have opened a new vista for secure and practical
outsourcing of computational tasks. The main aim of this study is to build a practical framework
for cryptographically secure outsourcing of statistical data analysis (CODA) that works with
large-scale data sets. To improve the computational efficiency of CODA, we propose a building
block: a noninteractive greater-than protocol. CODA supports secure outsourcing of major
descriptive statistics, including mean, covariance, mode and quantile. To demonstrate the ef-
fectness of our system, we ran experiments with a real data set that contains about 30k records
of 14 (6 numerical) attributes (Adult). The results showed that all the descriptive statistics
supported by CODA were calculated within a practical computation time.
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Algorithm 1 GreaterThan Protocol.

- Input of Alice: Enc(zx1), Enc(x2)

- Input of Bob: sk

- Output of Alice: 0

- Output of Bob: v = 1{z1 > z2}

1: procedure GREATERTHAN(Enc(z1), Enc(x2))

2: Alice:

3:  prepares a vector 4 = [1,2,---, |D|]T

4:  randomly permutes vector ¢ by random permu-

tation 7. Let ¢ be the permutated ¢ by .
5:  computes ciphertext a as

a = Enc(x1) — Enc(x2) — Ecrt (2).

6:  uniformly choose a length-|D| vector r over
Z/{0}

7:  obfuscates each component of a as a + a®
Eert(T).

8: sends a to Bob

9: Bob:

10:  decrypts a as @ = Dec(a)

11:  gets v = 1{z1 > z2} as

{1 (3i = a; = 0)
"y =
0 o.w.

12: endProcedure
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Algorithm 2 Mode Protocol.

Algorithm 3 k-Percentile Protocol.

- Input of the i-th contributor: ordinal data o
- Input of the analyst: sk
- Output of the analyst: Mode(01j,...,0n;)
1: Upload: The i-th contributor submits the cipher-
text of his ordinal data Enc(&ia(0i;)) to the cloud.
2:  Evaluation: The cloud firstly computes o =
@i El’lC(gid (O”))
3: The cloud calls o, := replicate(o, k) for all 1 < k <
105
4: The cloud generates a random permutation 6.
5: For all k # k', the cloud and analyst call:

(Yoryo(r), 0) < GREATERTHAN((0(x), 09(k")), SK)-

6: The analyst obtains I' = (Ya(k)e(x)) for all k # k'
7: Download: The analyst finds the row of I' that

- Input of the i-th data contributor: the j-th or-
dinal attribute o;;
- Input of the analyst: sk
- Output of the analyst: PERCENTILE (015, . - ., Onj )
1: Upload: The i¢-th contributor submits o0;; :=
Enc(&st(0s5)) to the cloud.
2: Request: The analyst requests that the cloud
evaluate the k-percentile of the j-th attribute.
3: Evaluation: The cloud joins the collected cipher-
texts as 0 = @, 04;.
4: The cloud evaluates ¢ := Enc(|kn/100] - 1).
5: For p=1,---,|0;|, the cloud and analyst call:

(7p,0) < GREATERTHAN((E, replicate(o,p)), sk).

6: The analyst obtains v = (y,) for all p =

includes the most entries of 1. Let k* be the index 1,---,104].
of that row. 7: Download: The analyst finds p" s.t.
8: The analyst privately downloads 6(k*) from the Ypr = 1 A vpry1 = 0, and outputs it as
cloud and outputs it as Mode(o1j,. . ., 0nj). PERCENTILEg (015, - - . , Onj)-
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% 2. T, AL EDMORY FT—2 (sec). METUFHETI L 2485 7

Mean Variance Covariance
n upload eval. download | upload eval. download | upload eval. download
10000 | 0.088  0.577 0.336 0.088 9.89 0.350 0.164 10.8 0.372
20000 | 0.088 1.12 0.346 0.088 19.5 0.349 0.164 12.2 0.357
25000 | 0.088 1.36 0.347 0.088 24.3 0.354 0.161 12.7 0.339
32561 | 0.088 1.80 0.327 0.088 31.8 0.338 0.166 14.2 0.338
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T — 2 BUAKIFE T eval BefEIZEIR O A b
DS 7= 2B n TR UTHRIETH S, How
DEIRETIE, T2 REH I DO S % &

R4 BTN INVDNRYFI—7 (sec).
BAEIE 10 [FIDOFEfEZE <9

Parameter Set (II)

n upload
500 0.019
1000 0.018
10000 0.018
20000 0.017
32561 0.017

Parameter Set (III)
upload eval. down.
0.018 9.24 2.53
0.018 9.28 2.59
0.017 12.0 12.5
0.018 14.1 25.1
0.018 18.5 41.2

down.
1.67
2.78
15.9
31.0
49.7

eval.
8.04
9.11
13.1
18.0
24.1

B9 % 72, upload B¢FEDFHHE I A MM -
DHUZEARFFIZ R > TN S,

RARMEDRRGER: X 3IIBHELZEIHET D
70N IVOEBFERTHD. & 3(a) £3& 3(b)
1ZE T4 workelass J&ME (K A A V¥ A X 8)
& education @M (R A1 V¥ A X 16) DFEER
WERTHD. ZOFRRMNS /D & evaluation B
BEDEH RIS BIED R A 1 > Yo XiTxt
U T RIIZEEINL TV B Z & 03hhd. il x
I, n = 32561 D& 28T A—KEw b (1) T
1& workclass J&ME D FLAR L 7.11s TH S A
education J&M % i D I 24.1s > TS

- LR DERREER: TIVITV XA 3D
I TIE O(n) B OMEFRBIIE (line 4) BASMZ
greather-than % O(|O;|) EIIFOHIY. £/, &
#% D download B IZ k- L% 15D 720, iR
W& O([n/0]) O SXE2E ST 5.

F AN kDAL TIVTY) A LDEREE R %
RY. ZOFEERTIE age BME (KA1 IE0 2
599 ZMEL) ISR U THMREFEL Z.
n < 1000 TlE, /85 A—&—+& v | (I1) & (I11)
DEEREEILIE L A C BB 708, n DR
INZAE> T (1) OEBRREHEIE (1) O FDFEER
Rz Rl o7z, ZOMEE LU TiEn2H 55
& £ TN % & greater-than 7’1 b I )LDEF
FHREEAY k AL 70 b DIV 2RO R D
K¥EEEDEIMNOLTHDHEZOLND.
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£ 3 BHME O N INDONYFY—7 (sec). /il workelass JE@1E, £7:50 & education JE M

DFFEFRRTH Y, BUEIZ TRIOETOFIE 2R T

Workclass J& Education J@

Parameter Set (II) Parameter Set (III) Parameter Set (II) Parameter Set (III)
n upload eval. down. | upload eval. down. | upload eval. down. | upload eval. down.

500 0.019 6.11 0.67 0.018 7.11 0.99 0.020 22.6 2.25 0.019 24.1 2.28
1000 0.018 6.37 0.80 0.019 7.14 1.01 0.019 24.4 3.09 0.019 23.6 3.46
10000 | 0.017 8.67 4.22 0.018 8.76 3.86 0.017 28.7 16.4 0.017 28.0 13.2
20000 0.018 11.0 8.86 0.018 10.8 7.43 0.017 35.2 32.6 0.017 314 25.9
32561 0.018 13.2 13.4 0.017 11.5 11.1 0.017 44.2 50.2 0.017 38.1 39.1

é ﬁf}%gﬁ [4] Craig Goentry. A fully homomorphic encryption

AR TIFHEBOFHBEZLZRIIT I Y —A
9 oA CODA” ZHE L. XDV AT
DFEB R T — 2B EEN S TR ELE L
2570 RETHEHAEEZBEIRS. CODA 2%
272012, Zrld < o007V I547
EIRELEZ. IN6DT) I 71 TORMIZ K
D, R i Vo 2 EEL R RO
FHE & JEFERI N D LRI Y T RIZEFLT
22 LMTED. ERTIE, KBTS — &1t
LT%H CODA WEMIKTHDZ L ZRUT.

BT EE

AWFgEl%, JST CREST ¥y 75 —4#E&
FIYEFH D 72 Ok R E R AT O Al - A%
b1 KB B 7OV 7 b L ORI
# 24680015 DIk EZ T £ U 7.
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