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Abstract A reputation system enables users to rate a ratee individually on the underlying transaction
network. Later, the system manager merges those ratings into a reputation by using a reputation function,
In this paper, we define a reputation system based on attributes of ratees. We use as an individual rating
an attribute-based signature (ABS) on a boolean formula that tells about attributes of ratees. We let the
reputation function take as an input those signatures. Then, using an ABS scheme of the Fiat-Shamir
style, we construct the reputation system concretely. In analogous previous reputation systems, there is
a problem that the system manager must operates the system under a fixed attribute universe set up

beforehand. In our concrete system, the attribute universe can be updated at any time.

1 Introduction

*The first author is partially supported by Grants-in-
Ald for SC}entlﬁc Research of qapan Society for the Promo- Reputation is fundamental phenomenon in our
tion of Science; Research Project Number:15K00029. The ]
second author is partially supported by Grants-in-Aid for world, even on the Internet. A typical example
Scientific Research of Japan Society for the Promotion of

Science; Research Project Number: 15H02711. of reputation can be seen as a scoring board in a
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website of providers and consumers such as ama-
zon.com. On such a website, a reputation system
enables a user to rate a ratee that was obtained
through a transaction. Later, the system manager
merges those individual ratings into a reputation
on the ratee by using a reputation function.

Such reputation systems have been studied widely
from the paradigm to realistic problems [10, 3,
9]. From the cryptographic aspect, reputation sys-
tems have been studied with interest [3, 12, 15]
because of the required functionality such as rater
anonymity, traceability, unforgeability and public
linkability. There the central building block is the
group signature scheme [4, 5, 6, 8].

A reputation system consists of one authority
called the system manager and users who are con-
The

system manager, like amazon.com, is assumed to

sumers of items provided via transactions.

be honest, issues the system manager’s public key
MPK, and control the registration of both providers
of items and users of items. We don’t care in this
paper the registration of providers because we as-
sume that they are honest. On the other hand, we
care the registration of users because they can not
be assumed to be honest.

Here the above cryptographic requirements arise
[16, 7, 11]; that is, when a user rates an item,
he should be treated anonymous to providers and
other users. When a user acts unlegitimately, for
example, rating an item twice or rating an item on
behalf of other users, he should be traced by the
system manager. To prevent such unlegitimate be-
haviors, rating should be unforgeable and publicly
linkable.

1.1 Our Contribution

In the usage of a reputation system, a rater looks
an item of a provider (that is, an item he actu-
ally bought) from various points of view such as
price, functionality, quality, reliability, insurance,
etc. That is, an item has plural aspects called at-
tributes. Especially, it is natural that a reputation

is told as a boolean formula over those attributes

of ratees. But in the previous work, no such repu-
tation system has been proposed yet.

In this paper, keeping the above functionalities
in mind, we provide a definition of a reputation
system based on attributes of ratees, for the first
time. In our system, an attribute universe of ra-
tees is considered, and a reputation value is about
a boolean formula over attributes. Then, using
an ABS scheme of the Fiat-Shamir style, we pro-
vide the reputation system concretely. Compared
with the previous reputation systems that employ
group signature schemes [4, 5, 6, 8], our reputation
system can realize a fine-grained rating at a time.
Note that the fine granularity of our reputation

system is realized as ratee’s attributes.

1.2 Related Work

Nakanishi and Funabiki [16] gave a simple effi-
cient anonymous reputation system. In their rep-
utation system, users are seller and buyers, and
seller anonymity is achieved by employing a group
signature scheme.

Blomer et al. [7] gave an anonymous and pub-
licly linkable reputation system by employing a
group signature scheme.

Guo et al. [11] gave a definition and construction
of a privacy-preserving attribute-based reputation
system. Their system differs from our work at the
point that, in their scheme, attribute are of raters,
not of ratees.

The contributions and comparison are summa-
rized in the Table 1.

2 Preliminaries

2.1 Reputation System

Here, based on previous work [4, 5, 6, 8], we list
up the requirements for a reputation system from
the view point of cryptography.

Rater anonymity means that signatures of honest

users are indistinguishable.
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0 1: Comparison of functionalities.

Seller Rater Trace-  Unforge- Public Link. Fine Fine Access
Anony- Anony- ability ability (Prohibit Grained  Grained Formula
mity mity Double Rating)  (Rater)  (Ratee)
Nakanishi et al. [16] v v v v v - - -
Blomer et al. [7] - v v v v - - -
Guo et al. [11] v v v v v v - Non-mono.
Our approach - v v v v - v Monotone

Traceability means that it is impossible for any set
of colluding users to create ratings that can not be
traced back to a user of the system.
Unforgeability means that nobody can produce sig-
natures on behalf of honest users.
Public linkability requires that anyone can decide
whether or not two ratings for the same product
were created by the same user, i.e. no secret key is
required to link messages. Note that public linka-
bility implies that users can only stay anonymous
as long as they rate products just once.

Though preferable, other features such as verifier-

local revokability is not treated in this paper.

2.2 Attribute-Based Signature [13, 1]
2.2.1 Scheme

An attribute-based signature scheme, ABS, con-
sists of four PPT algorithms: ABS =(ABS.Setup,
ABS.KG, ABS.Sign, ABS. Vrfy).
ABS.Setup(1*,U/) — (MPK, MSK). It takes as
input the security parameter A and an attribute
universe (. It outputs a public key MPK and a
master secret key MSK.

ABS.KG(MPK,MSK, S) — SKjq,5. It takes as
input the public key MPK, the master secret key
MSK, and an attribute set S C U. It outputs a
signing key SKjq s corresponding to S.
ABS.Sign(MPK, SKiq s, (m, f)) — o. It takes
as input a public key MPK, a private secret key
SKiq,5 corresponding to an attribute set S, a pair
(m, f) of a message € {1,0}* and an access for-
mula. It outputs a signature o.
ABS. Vrfy(MPK, (m, f), o).
public key MPK, a pair (m, f) of a message and

It takes as input a

an access formula, and a signature o. It outputs a
decision 1 or 0. When it is 1, we say that ((m, f), o)

is valid. When 0, we say that ((m, f), o) is invalid.
We demand correctness of ABS; for any A, any U,
any S C U and any (m, f) such that f(S) = 1,
Pr[(MPK, MSK) + ABS.Setup(1*, %), SKiq.s
ABS.KG(MPK,MSK,S),0 + ABS.Sign (MPK,
SKia,s, (m, f)), b < ABS.Vrfy(MPK, (m, f), o)
:b=1]=1.

2.2.2 Chosen-Message Attack on ABS

An adversary F’s objective is to make an ezisten-
tial forgery. F tries to make a forgery ((m*, f*), o)
that consists of a message, a target access pol-
icy and a signature. The following experiment
Exprmtef‘{iggla(/\, U) of a forger F defines the chosen-

message attack on ABS to make an existential forgery.

Exprmte}%ifgg‘a(/\,L{) :
(MPK, MSK) + ABS.Setup(1*,)
(m*, f*),0%) « JFABSKGABSSIGN (\[pK)
If ABS. Vrfy(MPK, (m*, f*),c%) =1
then Return WIN

else Return LOSE

In the experiment, F issues key-extraction queries
to its key-generation oracle ABSKG and signing
queries to its signing oracle ABSSIGN. Giving an
attribute set S;, F queries ABSKG(MPK, MSK, -)
for the secret key SKiq, 5,. In addition, giving an at-
tribute set S; and a pair (m, f) of a message and an
access formula, F queries ABSSIGN (MPK, SK. ., (-, -))
for a signature o that satisfies ABS.Vrfy(MPK,
(m, f), o) =1 when f(5;) = 1.

The access formula f* declared by F is called a
target access formula. Here we consider the adap-
tive target in the sense that F is allowed to choose

f* after seeing MPK and issuing some key-extraction
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queries and signing queries. In key-extraction queries,

S; that satisfies f*(5;) = 1 was never queried. In
signing queries, (m*, f*) was never queried. The
number of key-extraction queries and the number
of signing queries are at most ¢ and ¢s in total,
respectively, which are bounded by a polynomial
in A

The advantage of F over ABS in the game of
chosen-message attack to make existential forgery

is defined as:

AdveEema()) < PrWiN « Exprmt$hiem® (\, U)).
ABS is called existentially unforgeable against chosen-
message attacks if, for any PPT F and for any U,
Adv?iggna(k) is negligible in A.

3 Reputation System Based on
Attributes of Ratees

In this section, we define our reputation system
based on attributes. In our reputation system we
need rater anonymity, traceability, unforgeability
and public linkability.

First, we define entities in our reputation system
based on attributes of ratees.

System manager is an authority of our reputation
system, and is assumed to be honest. It issues the
system manager’s public key MPK.

Providers provides items for transactions on the
underlying network. We don’t care in this paper
the registration of providers because we assume
that they are honest.

Items are things provided by providers.

Users use items and later become raters of the
items. Given a private key SKiq g, a user is regis-
tered by the system manager.

Raters are users who bought an item of a provider.
Attribute universe U is the set of all possible at-
tributes of ratees. It is required that U/ can be
updated even after the set up phase by the system
manager.

Ratees are items bought by users.

Reputation board is a public board to show repu-

tation information publicly.

Second, we define a scheme of algorithms in our
reputation system based on attributes of ratees.
Our reputation system based on attributes consists
of seven PPT algorithms: (RS.Setup, RS.KG,

RS.Sign, RS.Vrfy, RS.Eval, RS.Open, RS.Link).

Entities in Our Reputation System Based on At-
tributes are as follows.

RS.Setup(1*,U) — (MPK, MSK): This random-
ized algorithm is run by the system manager in the
setup phase. It executes ABS.Setup(\,U) to gen-
erate the master public key MPK and the master
secret MSK.

RS.KG(MPK, MSK, id, S, IDList) — (SK;q,g, IDList):

This randomized algorithm is run by the system
It exe-
cutes ABS.KG(MPK, MSK, S) to generate a sign-
ing key SKiq s with ID id attached to the user. It
also maintains IDList; id is added in IDList.

RS.Sign(MPK, SKiq,s, (item, f)) — o: This ran-
domized algorithm is run by a user in each rating.
It executes ABS.Sign(MPK, SKiq, s, (item, f)) to

generate a signature o for the specified item which

manager in each registration of a user.

he is going to rate. Note that an item is treated as
a message in the algorithm ABS.Sign.
RS.Vrfy(MPK, (item, f),o) — 1/0: This deter-
ministic algorithm is run by a provider in each
verification of a rating to his item by a user. It
executes ABS.Vrfy(MPK, (item, f),0) to obtain
the decision 1 or 0 that means whether o is a valid
signature for (item, f) or not.
Correctness should hold: Pr[(MPK, MSK) «+

RS.Setup(1*,U), SKiq,s + RS.KG(MPK, MSK,

id, S,IDList), o <— RS.Sign(MPK, SKiq_gs, (item, f)) :

1+ RS.Vrfy(MPK, (item, f),o)] = 1.
RS.Eval((item, f), (0;);) — repval: This deter-
ministic algorithm is run by the system manager
in the phase of evaluating a reputation value on
an item. It computes a reputation value repval €
{f; f : boolean formula on U} from ratings (o;);
on (item, f).

RS.Open(MPK, MSK, (item, f),o) — {id, L}: This
deterministic algorithm is run by the system man-
ager to open rating; that is, a signature o. It com-
putes the identity id of the signer or failure | on
input (MPK, MSK), (item, f),o.
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RS.Link(MPK, ((item, f'), "), ((item, f"'),c")) —
1/0: This deterministic algorithm can be run by
any user to decide whether two ratings, ¢’ and o”,
were generated by the same user identified by id.
It computes the decision 1 or 0 that means whether

o' and ¢” are publicly linkable ratings or not.

3.1 Attacks on a Reputation System
Based on Attributes of Ratees

We assume the communication between users
and the system manager is via secure channel. At-
tacks should be considered for properties that a
reputation system should have, rater anonymity,
traceability, unforgeability, public linkability.

We only describe here an attack against unforge-
ability. It is basically the same an attack against

existential unforgeability of ABS.

Exprmt?fggma(A,U) :
(MPK, MSK) + RS.Setup(1*, )
(m*, f*),0%) + FRSGRSSIGN (\[PK)
If RS. Vrfy(MPK, (m*, f*),0%) =1
then Return WIN

else Return LOSE

The advantage of F over RS in the game of chosen-
message attack to make existential forgery of a rat-

ing is defined as:

AdvSEe™ () € PHIWIN ¢ Exprmt$hs™ (A, U)).

Definition 1 (Unforgeability) RS is called ex-
istentially unforgeable against chosen-message at-
tacks if, for any PPT F and for anyU, Adv 355" (N)
is negligible in \.

4 QOur Concrete Construction
of Reputation System Based
on Attributes of Ratees

In this section, using an ABS scheme of the Fiat-
Shamir style [1, 2], we construct a reputation sys-
tem based on attributes of ratees, concretely. We

employ the boolean proof system [2, 1] (App. A).

4.1 Scheme

RS.Setup(1*,U) — (MPK,MSK): This PPT al-
gorithm chooses, on input 1* and U, a pair (Zmsts Wmst)
at random from R = {(z,w)} by running Instz (1),
where |z| and |w| are bounded by a polynomial in

A. It also chooses a hash key p at random from a
hash-key space Hashkeysp(A). It outputs a public
key MPK = (2, U, ) and a master secret key
MSK = (wpst)-

RS.Setup(1*,U) :
(Zmst, Winst )  Instr(1Y), u < Hashkeysp(\)
MPK := (2mst, ), MSK := (wnst)
Return(MPK, MSK)
RS.KG(MPK, MSK, id, S,IDList) — (SKiq,g, IDList):
This PPT algorithm chooses, on input MPK, MSK, .S,
a PRF key k from PRFkeysp(X) at random and a
random string 7 from {1,0}* at random. Then KG
applies the credential bundle technique [13, 14] for
each message m; := (7 || 4),7 € S. Here we employ
the Fiat-Shamir signing algorithm FS(X)s8".
RS.KG(MPK, MSK, id, S, IDList) :
k < PRFkeysp(\),id := 7 « {1,0}*
Forie S:
mi := (7 || 1), a; < B*(Tunsts Wnst )
¢ < Hash,(a; || mi), w; 23(asmst,wmst,ai,c,;)
SKia,s := (k, T, (a;,w;)ies), IDList := IDList || id
Return (SKiq s, IDList).

The algorithm RS.Sign uses a supplementation
algorithm Supp and a statement-generator algo-
rithm StmtGen.
Supp(MPK, SKiq,5, f). This PPT algorithm runs
for j, 1 < j € arity(f), and generates simulated
keys (a;;,w;;) for ij ¢ S.

Supp(MPK, SKiq s, f) :

For j =1 to arity(f) :
If i; ¢ S, then
my,; = (T || i5), ¢ci; < PRF(mg; || 0)

(@i, wi;) < ZSim(xmst,ciJ ; PRE(my; || 1))

Return (aij » Wi )1Sj§arity(f)
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StmtGen(MPK, 7, (a4, )1<j<arity(f)):

This PPT algorithm generates, for each j, 1 <
J € arity(f), a statement x;;. Note that we em-
ploy here the algorithm Xst™ten which is associ-
ated with 32, and whose existence is assured by our

assumption.

Stthen(MPK, T, (aij)lgjgarity(f)) .
For j =1 to arity(f) :

m;.

2= (7|l 45), i, « Hashy(a;; || mi;)

stmtgen
T, < X & (xmst,ai_,»,cz'j)
Return (2;)1<j<arity(f)

Note that (z;,w;) € R for i € S but Pr[(z;,w;) €
R] = neg(\) fori ¢ S.

RS.Sign(MPK, SKiq s, (item, f)) — o: This PPT
algorithm is obtained by adding Supp and StmtGen
to 33.

Supp(MPK, SKiq,s, f) = (ai,, wi;)1<;<arity(f)
w = (wij )1§j§arity(f)

StmtGen(MPK, 7, (a;; )1<j<arity(f))
= (i, 1<j<arity(f) =2 @

The above procedures are needed to input a pair of
statement and witness, (v = (2i;)1<j<arity(f), W =
(wi; )1<j<arity(f))s tO E}. Note here that (z;,,w;;) €
R for any i; € S. On the other hand, (z;;,w;;) ¢ R
for any ¢; ¢ S, without a negligible probability,
neg(A).

Therefore, the message on the first move has
to include not only commitments (CMT[)leLcaf(’]‘f)
but also a string 7 and elements (a;;)1<;<arity(f)
for the verifier ¥V to be able to produce the same
statement x.

Hence a rating, that is, a signature, is o :=
(7, (@ )1<j<arity(f), (CMT1)1, (CHAR )5, (RES);).
RS.Vrfy(MPK, (item, f),0) — 1/0: This deter-
ministic algorithm utilizes StmtGen and E}rf‘y to
check validity of the pair of message and access for-
mula, (m, f), and the signature o, under the public
key MPK.

RS.Eval((item, f), (0;);) — repval: This deter-
ministic algorithm counts the number cnt of o;

each of which has a different tag 7. It returns

(f,cnt).

RS.Open(MPK, MSK, (item, f),o) — {id, L}: This
deterministic algorithm searches, in IDList, id that
is in o as a tag 7, and returns id. If it finds no such
id, it returns L.

RS.Link(MPK, ((item, f'),d’), ((item, f"),c")) —
1/0: This deterministic algorithm decides whether
two tags, 7/ and 7", are the same or not. If so,

then it returns 1 and otherwise, 0.

4.2 Security

Security is discussed for each properties that a

reputation system should have.

Theorem 1 (Rater Anonymity) Our reputation

system RS has rater anonymity.

Proof. The employed ABS scheme, ABS, has anonymity
for signers. Therefore, our reputation system RS

has rater anonymity. 0

Theorem 2 (Traceability) Our reputation sys-

tem RS has rater traceability.

Proof. Any signature o of the employed ABS scheme,
ABS, has a tag 7. The tag 7 is a part of the secret
key SKiq,s given by the system manager to the user
who made the signature o. So, the system man-
ager can identify the user by ¢. Therefore, RS has

rater traceability. O

Theorem 3 (Unforgeability) Our reputation sys-

tem RS has unforgeability in the random oracle model.

Proof. The employed ABS scheme, ABS, is exis-
tentially unforgeable in the random oracle model
[1, 2].

unforgeability in the random oracle model. 0

Therefore, our reputation system RS has

Theorem 4 (Public Linkability) Our reputation
system RS has public linkability.

Proof. Any signature o of the employed ABS scheme,
ABS, has a tag 7. The tag 7 is a part of the secret
key SKiq,s given by the system manager to the user
who made the signature o. So, two signatures, o
and oo, generated by the same user using a single
SKiq,s, can be publicly identified that o; and o2
was generated by the same user. Therefore, RS has
public linkability. O

— 2585 —



5 Application to Scoring Board

In this section, we discuss what we have done by
providing a reputation system based on attributes
of ratees.

A critical example is the following. Let a boolean
formula over attributes of a ratee is:

f = [[price is cheaper| A [quality is normal]
V[[price is higher] A [quality is good]. We can con-
sider the formula that the price balances with qual-

ity.

6 Conclusions

In this paper, we defined a reputation system
based on attributes of ratees. We used as an indi-
vidual rating an attribute-based signature (ABS)
on a boolean formula that told about attributes of
ratees. We made the reputation function take as
Then, using an ABS

scheme of the Fiat-Shamir style, we constructed

an input those signatures.

the reputation system concretely.
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P(z,w, f) :

V(z, f):
299 (77, $) = (vn)n
If Vr(T}) # 1, then abort
else CHAr(Tf) =%, &z
E} (I, w, Tf, ('Un)ny CHAT(Tf))
— ((CMTy), (CHAR ), (RES;);) (Cm™mTy),;
—
CHA,(7;) = CHA CHA CHA « Z7(1Y)
E:}(x:wyn:(vn)ny —
(CMTy);, (CHAR)n, (RES));) =Y (@, Ty, Cha,
— ((CuAy)y, (RES;);) (CHAp)g, (RES)); (Cwmty)g, (CHAp)g, (RES;))
— — b, Return b

2}(3:, w, T, (Vn)n, CHA) :
T := Lsub(T), Tr, := Rsub(T)
If 7(T) is A-node, then CHA,(7; ) := CHA, CHA,(73,) := CHA
Rcturn(CHAT(TL), 2}((8, w, 7L, ('Un)n; CHAT‘(TL))’ CHAT('TR)7 Z}(x, w, TR: (vn)n, CHAT(TR)))
else if r(T) is V-node, then
If Ur(T1) = 1A Ur(TR) = 1, then CHA’I‘(TL) = %, CHAT(T =%
else if Up(T1,) = 1A Vpr(TR) = 0, then CHAT(TL) = %k, CHAT(TR) — 22(1/\)
else if Vr(T1) = 0A Vr(Tr) = 1, then CHAT(’TL) — 22(1>‘)7 CHAT(TR) = %
else if Up(T1,) = 0A Upr(TRr) = 0, then CHAT(TL) «— 22(1’\), CHAT(TR) = CHA @ CHAT(TL)
Return(CHA,(7;.), E}(m, w, TL, (Vn)ns CHAR (77 ), CHAR(731)s E}(m, w, TR (Vn)n, CHAL(73,)))
else if 7(7) is a leaf-node, then
If vy =1, then CMTT(T) — Zl(xp(T<T)),wp(T(T))), REST(T) =%
else if V(1) = 0, then (CMTT(T)7 R,EST(T)) — ESlm(mp(r(T)), CHA)
Return(CMT, (1), RES, (7))

E?(l)‘) : CHA + 22(1*), Return(CHA)

B3z, w, T, (vn)n, (CMTy)1, (CHAR)n, (RES);)

T1, := Lsub(T), Tr := Rsub(T)

If r(T) is A-node, then CHA,.(7; ) := CHA, CHA,(73,) = CHA
Return(CHA, (77, ), B3 (2, w, TL, (Vn)n, (CMT1)1, (CHAR )n, (RES))1), CHA(73,), B (@, w, TR, (Un)n, (CMT1)1, (CHAR ), (RES1)1))

else if (7)) is V-node, then
If V(1) = LA vy (75,) = 1, then CHA,(75 ) + Z2(1%), CHA,(73,) := CHA ® CHA,(7;)
else if Ur(T1) = 1A Ur(TR) = 0, then CHA’I‘(TL) = CHA @ CHA’I‘(TR)? CHAT(TR) = CHA’V‘(TR)
else if Ur(T1) = 0A V(1) = 1) then CHA’I‘(TL) = CHA’I‘(TL>7

CHA,(75) = CHA @ CHA,(77)
else if Ur(T1) = 0N Vr(TR) = 0, then CHA’I‘(TL) = CHA’I‘(TL>7

CHA,(73) = CHA, (7
Return(CHA, (73, E‘}(z, w, TL, (Vn)n, (CMTy)1, (CHAR)n, (REST)1), CHAL(73,)5 E;(az, w, TR, (Vn)n, (CMT});, (CHAR )n, (RES;);))
else if r(7) is a leaf-node, then

If Up(T) = 1, then REST<T> — ES(IP(T<7—)),’LUP(T(7—)), CMTT(T)7 CHA)

else if Up(T) = 0, then RES’V‘(T) — REST(T>

Return(RES,. (1))

E‘Jﬁrfy(w,T, CHA, CMTy);, (CHAy), (RES;);) : Return(VrfyCha(T, CHA, (CHA;);) A VrfyRes(z, T, (CMT;, CHA;, RES;);))
VrfyCha(T, CHA, (CHAp);) :

TL := Lsub(T), Tr := Rsub(T)
If »(T) is an A -node,

then Return ((CHA < CHA(71,)) A (CHA < CHA,(13)) A VrfyCha(TL, CHA, (7)), (CHA;);) A VrfyCha(TR, CHA, (73, (CHAL)))
else if (7)) is an V -node,

then Return ((CHA ; CHAT(TL) (&) CHAT‘(TR)) A VrfyCha(TL, CHAT(TL)7 (CHAZ)Z) AN VrfyCha(’TR, CHAT‘(TR)7 (CHAl)l))
else if (7)) is a leaf node,
?

then Return (CHA € CHASP(1}))
VrfyRes(z, T, (CMT;, CHA;, RES;);) :

For | € Leaf(T) : If Z"rfy(mp(l), CwMTy, CHAy, RES;) = 0, then Return (0)
Return (1)

O 1: Boolean proof system 3 [1, 2].
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