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Abstract A lot of malware communicate with their C&C servers via HTTP protocol. So some
security appliances implement User-Agent inspection. However some malware pretend to be the
browser agent and therefore its effectiveness is not clear today. In this study, | focused on User-Agent
feature and evaluate the effectiveness for malware communication traffic detection using FFRI
Datasets and our original captured malware.
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