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Abstract For a composite application, its composed functions generally use the publish/subscribe
messaging system to interact with each other. This kind of composite applications potentially have
a risk of incorporating malicious functions which eavesdrops on messages exchanged among others.
Previous studies suggested the secure communication-based method such that, the host application
limits function’s interactions to the predetermined communication paths, and composed functions
can interact with each other only with the permission of the host applications. This requires that,
however, a host must know in advance the qualified correspondents, which may decrease the
flexibility of incorporating new composed functions. In this paper, we propose an encrypted
communication-based method using the symmetric-key cryptosystem. Users can incorporate new
composed functions without loss of flexibility while keeping function’s data and communication
secure.
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