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Abstract By the deployment of Internet of Things, it has become unavoidable to take some
security measure in embedded systems using microcontroller against threats through the net-
work. Unfortunately, microcontrollers are not so powerful enough to execute standard security
programs and need light-weight, high-speed and secure cryptographic libraries. In this paper, we
implement an NaCl based cryptographic library on an ARM Cortex-M3 Microcontroller, where

we put much effort in fast and secure implementation, and evaluate the implementation.
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API Message Execute Cycle Gain
bytes AVR ARM | AVR / ARM
crypto_auth_hmacshab512256 1024 | 6367104 | 1720925 370%
crypto_auth_hmacsha512256_verify 1024 | 6367512 | 1721264 370%
crypto_box_curve25519xsalsa20poly1305_keypair 23239860 | 6256950 371%
crypto_box_curve25519xsalsa20poly1305_beforenm 22853464 | 6250195 366%
crypto_box_curve25519xsalsa20poly1305 1056 | 23342860 | 6407177 364%
crypto_box_curve25519xsalsa20poly1305_open 1056 | 23061840 | 6316794 365%
crypto_box_curve25519xsalsa20poly1305_afternm 1056 489830 | 156987 312%
crypto_secretbox_xsalsa20poly1305 1056 489812 | 156752 315%
crypto_secretbox_xsalsa20poly1305_open 1056 208536 66543 313%
crypto_hash_sha512 1024 | 4773346 | 1277880 374%
crypto_dh_curve25519 keypair 23239836 | 6276088 370%
crypto_dh_curve25519 22836606 | 6264332 365%
crypto_stream _salsa20 1024 266092 80972 329%
crypto_stream_salsa20_xor 1024 281300 91339 308%
crypto_stream_xsalsa20 1024 282728 87163 324%
crypto_stream xsalsa20_xor 1024 298210 97520 306%
Primitives

crypto_core_hsalsa20 17019 5122 332%
crypto_core_salsa20 16930 5086 333%
crypto_hashblocks_sha512 1024 | 4239316 | 1145076 370%
crypto_onetimeauth_poly1305 1024 173767 56100 310%
crypto_onetimeauth_poly1305_verify 1024 174005 56285 309%
crypto_scalarmult_curve25519_base 22836588 | 6245458 366%
crypto_scalarmult_curve25519 22836588 | 6245448 366%
crypto_sign_ed25519 keypair 21913629 | 5534610 396%
crypto_sign_ed25519 1024 | 22691528 | 5897934 385%
crypto_sign_ed25519_open 1088 | 37562656 | 9577407 392%
crypto_verify_16 383 231 166%
crypto_verify_32 553 375 147%

NaCl implementation Code size(bytes) Difference
26924 | 15240 11684
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