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Abstract We propose a novel framework for secure function evaluation with privacy policy enforcement
(FE-PPE). Suppose an evaluator evaluates a function with private data contributed by an individual
and a client obtains the result of the evaluation. FE-PPE enforces two different kinds of privacy policies
to the process of function evaluation: evaluator policy and client policy. An evaluator policy restricts
entities that can conduct function evaluation with the data. A client policy restricts entities that can
obtain the result of function evaluation. We demonstrate our construction with personalized medication.
Experimental results show that the overhead caused by enforcing the two privacy policies is less than 10%

compared to function evaluation by homomorphic encryption without any privacy policy enforcement.
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Setup(1”) — (MPK, MSK):

1. (MPK, MSK) « ABE.Setup(1"~).
Hom-KeyGen(1") — (pk, dk):

1. (pk,dk) + HE.KeyGen(1"%).
SKE-KeyGen(1") — K:

1. K < SKE.KeyGen(1").
ABE-KeyGen(MPK, MSK, A) — sk(*):

1. sk™® « ABE.KeyGen(MPK, MSK, A).
DataEnc(z;, pk, K¥) — CT;:

1. [#;] + HE.Enc(x;, pk)

2. CT; + SKE.Enc([z;]; KF)
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1. eK¥ « ABE.Enc(KZ||K¢; ¥F)
2. eK¢ « ABE.Enc(K¢;w°)
3. eK9* < ABE.Enc(dk; U°)

Evaluate({CT},sk®) f, pk,eK¥) — L or CTwA:
1. KP||K€ or L < ABE.Dec(eK*;sk®))
2. [xi] < SKE.Dec(CT;; KF)
3. [f(z1,...,zn)] « HE.Eval({[zi]}; f, pk)
4. CTWA < SKE.Enc([f(z1,...,2n)]; K)

Dec(CTwA, sk(@ e K eK) — 2:

1. K¢ < ABE.Dec(eK“;sk(®))

2. dk + ABE.Dec(e K9¥; sk(©))

3. [f(z1,...,2n)] < SKE.Dec(CTwA; K°)

4. z < HE.Dec([f(z1,- .., zx]; dk)
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1. eK% « ABE.Enc(KF||K%i;¥wF)

2. eK% < ABE.Enc(K%i;¥%)
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Evaluate({CT},sk®, f, pk, {eK%i}?_,) — L or CTwA:
1. For j =1,2
KP||K% or L «+ ABE.Dec(eK¥i;sk®))
[x;] + SKE.Dec(CT;; K)
[f(z1,...,2n)] + THE.Eval({[z:]}; f, pk)
4. For j=1,2
CTwA; « SKE.Enc([f(z1,. ..

w N
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3. [f(z1,...,2n)] < SKE.Dec(CTwA,; K)
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1. z «+ THE.F—DeC(7‘1,7‘2)

5 Uooon

Jooboooooobbobobooooboooog
oooooboooooobooobooobboooo
00000002 000000000000000
oboooOooobooooboooboobooboooon
gooobooboooboooooooooooo

gboboobooobooobooboooogao
gbooooboooooboboooo3oooon
O Core i7 2.3 GHz CPU, 16GB RAMO O OOOO1
obooooooooooboboooooboroon
gbbooooboooboobooobobo1bobogooo
gbooooooobooobooooooooooon
ooooooboooboobooobooboobon
0000100 Mbit/sOOOOOODDODOOOOOOO
oooooooooooc/C++00000000
O0OODO0OUO0OOOOHELD 40000000000
O00000OPailllier 00 [7000000000O0O
00000 0Omodified Paillier 00 [2)000000
000000o0oooOoeoooooDoooooo
oogooonoooooooooooooooooon
gboooooooooooooooooooooo
O Omodified Paillier 0000020480 00000
Oo0D000Oring-LWEOOODODOOOOOODOODO
o000 »=8192000000000 ¢=20,0110
oboobobobob L=300b0b0bobon



12800 00000000000000O [3)0ABE
0 O O Barreto-Naehrig 0 O (ECBN254) 0000
0000 Ate00JO0O0OOOOODO [1JUoOoOO
dbd12e00ddnooobooobooon
gboobooboobbboooobooob
gbooodoboooboboooboooobooo
0000 (Comm.)JO0O0000 (Hom.OOOOO
O000Of(z)000000,0000000 (ABE:
ABE.Enc and ABE.Dec)J0 OO OO (AES:SKE.Enc
and SKE.Dec) DO OOOOOOOOOODOO
oooObOoooobooooobobOoooobooono
goooobboobboobooobbooobbg
Hom. ODOOOOOOOOODOOODOOOOODO
OO00000000000000000D0Hom.+
AES+ABEOOOO0OOOODOFE-PPEOODO
DDDDDDDDDRl:l_Hom.+I§%§'+ABE.
uobooboooboooboooboooooon

ooooooobooobooobooobooooobo

B Comm. + Hom.
OUOR2 =1 - &5mm & Hon T AES T ABE
ogoooa

5.1 U0odobbOooodn

x¢ = (2§,.

c25:) 0 2% = (2f,...,25%) 00
00000000000000000000000
00000000001000000000000
000000000000 000000000000
O genebank 0000000000000 0000
00000000000o0oo FE-PPECOOOO
00000000000000000000000
o(wTz)=1/(1+e"*' *) 00000000000
B|D000000000000z = (x¢]/z%) and
w=(w’|wf)0000000000000000
00000000000000 wT2000000
goooooooo.

0000000440000000000000
00000000000(2,2)0000 Paillier 00
00000000000000000000000
0000000000000 000000o0o00
O0z60 2“0000000000000000
000000000000000000 w0 w®
00000000w 0000000000000
J000z0wOOOO DOOOOOOOOOD
010000 320000000000

000000 2000000000000 (Comm.)O
00000 (Hom.)OABE.Enc O ABE.Dec(ABE)O

0 2: Evaluation cost of disease risk prediction

dim. | Comm. | Hom. | ABE AES R1 R2

100 3.6s 0.27s | 0.27s 2.24ms 50.4% | 6.6%
201 11.2s 0.54s | 0.28s 4.53ms 34.5% | 2.4%
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