Computer Security Symposium 2015
21 - 23 October 2015

BIEERE URL ORMFEHRZAV-ERT AL INLLETFIE

£k thEET it EEL =i B

TRMIECETERERRERER VAT LBERE FHER
041-8655 JbiEEEREET 2 HE P EFHET 116 Fith 2
g2115016@fun.ac.jp

INMIETETERRRED AT LEREFE
041-8655 JbiBEEREET 2 HE P EFHET 116 Fith 2

{y-nakamr, osamu}fun.ac.jp

HoEL WebDERIZHEL, WebZBUF-HAN—HENZELELTWNS. SBETIEH M/ —IK
BO—DOTHAIRSATNAT O O—FREICLDHEENEMLTLS. HL(E, ETHEELLT,
S 2B AVELIYWebR—2 D PageRankZ ER#FL, PageRankHMELMG S, B EAEL, MEBE[HIET
BRSATNATOVA—FRERLEFEDREZS o1z LHL, BUOBEBOEEISEFEBELT
W57, BEEINMELWeR—DDEMHIENRETHLIMENHSH. T TARTBTIXURLL S
BONSEMERZFIAIHLT, BEZHENICREL, RBZHLEILIFEZIRETS.

A method of preventing the malicious redirections of Web sites by transitions of
HTTP communications and URL attribute information

Yuma Satof Yoshitaka Nakamuraj Osamu Takahashif

tGraduate School of Systems Information Science, Future University Hakodate
116-2 Kamedanakano-cho, Hakodate, Hokkaido, Japan 041-8655
g2115016@fun.ac.jp
1School of Systems Information Science, Future University Hakodate
116-2 Kamedanakano-cho, Hakodate, Hokkaido, Japan 041-8655

{y-nakamr, osamu}@fun.ac.jp

Abstract Cyber attacks are increasing with the expansion of the Web. Drive-By Download attacks as
cyber attacks inflict further damage on Web users. We proposed a method of preventing the malicious
redirection of Web sites using transition of HTTP communications and PageRank status. However,
this method has a problem that it cannot detect low layer Web pages. In order to solve this problem, in
this paper, we propose improved method of preventing the malicious redirections of Web sites by

transitions of HTTP communications and URL attribute information.
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