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An Unrealistic Image CAPTCHA:
A 3DCG CAPTCHA Using Something Different from Common Sense
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Abstract: This paper proposes an “Unrealistic Image CAPTCHA”, which satisfies three requirements: us-
ing a human high recognition ability to improve both (i) usability for users and (ii) attack tolerance against
malware, and achieving (iii) easily generating questions automatically. Our CAPTCHA requests users to
select an unrealistic object, merged from two 3D objects, in a question image, which consists of some ordi-
nary 3D objects and the unrealistic object. The proposed CAPTCHA is easy for humans to solve because
unrealistic objects’ appearance are different from ones judged by common sense. In addition, the CAPTCHA
system is able to generate questions countlessly and easily by using 3DCG technologies. We conducted user
experiments to confirm the usability of our CAPTCHA and the results were satisfactory. We also discussed
threats against the proposed CAPTCHA and its security was evaluated.
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Fig. 1 Text recognition-based CAPTCHA.
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Fig. 3 YUNiTi CAPTCHA.
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Fig. 5 Four-panel Cartoon CAPTCHA (Source: From left: 1lst image: 1st panel of

four-panel cartoon on Bibliography [17]; 2nd image: 4th panel; 3rd image: 3rd

panel; 4th image: 2nd panel).
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Fig. 7 How to generate unrealistic object automatically.
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Fig. 8 Example of authentication window for proposed
CAPTCHA (N=8).
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Table 1 Experimental results.

41K 8 & 12 1 16 1A
BeBRE | IEEE " 1B 9 1B R " 1B R 9
R [s] IRE ] 5] IREfHI[s] IREfHI[s]

1 4/5 4.6 4/5 7.4 5/5 3.0 5/5 3.8

2 5/5 2.2 5/5 3.0 5/5 2.4 5/5 5.0

3 5/5 2.3 5/5 2.9 4/5 5.4 5/5 7.1

4 5/5 2.4 5/5 2.9 4/5 7.6 5/5 10.0

5 5/5 2.3 5/5 1.6 5/5 2.2 5/5 2.7

6 5/5 1.9 4/5 2.9 4/5 7.9 4/5 2.6

7 5/5 1.8 5/5 3.1 5/5 5.5 5/5 14.7

8 5/5 1.4 4/5 1.7 4/5 2.7 5/5 3.0

9 5/5 1.8 5/5 2.9 5/5 2.1 4/5 2.8

10 5/5 1.8 4/5 3.3 4/5 3.6 4/5 3.7
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Fig. 10 Example of reason 3.
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Fig. 11 Images for machine learning.
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Fig. 12 How to generate images which have occluded objects.
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Table 2 Expected correct response rate and time.

N R A E&R I
REM[s]
4 6 88.6% 13.5
8 4 71.6% 12.7
12 4 65.6% 17.0
16 3 83.1% 16.6
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