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Restriction on sharing cybercrime information between DoD
institutions and law enforcement authorities
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Abstract: Posse Comitatus Act (PCA), a federal law signed in 1878, prohibits the use of military personnel to enforce domestic
law enforcement within the United States. PCA restricts the use of military power of U.S. Army and Air force, but it has no
provision about the use of Navy and Marines. However, Department of Defense has policies and regulations applied to Navy and
Marines.

Recently, in United States v. Dreyer, the Ninth Circuit held that a Naval Criminal Investigative Service (NCIS) special agent who
launched a broad investigation into the sharing of child pornography on a P2P network and investigated such activity by a
Washingtonian with no current military affiliation, violated policies and regulations restricting Navy personnel to participate in
civilian law enforcement activities. This article explores the legal consequence of the restriction on sharing cybercrime
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information between DoD institutions and law enforcement authorities.
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127 Harv. L. Rev. 1885, 1887-89 (2014).

g United States v. Chon, 210 F.3d 990 (9th Cir. 2000).
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u United States v. Hitchcock, 103 F. Supp. 2d 1226 (D. Haw. 1999).

v United States v. Kahn, 35 F.3d 426 (9th Cir. Haw. Sept. 9, 1994).

w United States v. Hitchcock, 2002 U.S. App. LEXIS 15726, 17-18 (9th Cir. Haw.
Mar. 21, 2002)

x 18 U.S.C. § 641.

y 7 AU DEER O TICH DIEPATIE C, MUk 2 B o AR
ThHLN, FIEETIXEATIER UENOBE SN D, (THIL, WEIC
BIFRI 2L (BlE, Y & MERRRNES CIT AL 2 15 I HikE )
O, KT7e XA, TaktR, BiiE% TH 5. http://www.ncis.navy.mil/



IPSJ SIG Technical Report

VNHREB BN ORI ES O E L. 2 LT 34
X, B9 KRl R FR AR BRI T IS HERR L T

340%, (DEFEILTHEE R OMA L, PCA DR
BEEHEICHT R THD M LEEFREN 24
LTWRWHLEETH D, (QMITEHIPTILERICINE S
NIZFELE BER & Th o 72, Q)M AT I3 =0 IR
HERPILRER R E L TIUE LT X TORUEIC D X
T A AN B LDRETH T, @YHITEIFTIEER
BEAFMK L LTHFALLHR T REThom & T
L7z

ZAUZxE U CE 9 KRR I ERRECEIET I, RO K H I
ML T, Fa3rEE0EEEZBTTND.

PCA 13 5 & O LS RRICBE 9~ 2 B SCHLAN A R < A%, A
AU R OVE BRI II SR O@EFE TR A IR 595
T EEBOTWVD LFIRT B TIEIRWT L1, Hflo
RYT LA THD Laa, BFAHSIIEREEICkEE, 25H,
W, WO T X THAERITEBICELG 5 2 Loy
L OHAIERIEST S Z & &M LTV Hbb.

HIEOFIL, FNREEROBEAEOLZIIXETHY,
XEDRREICL > THRESNTWE NG, BHEILREEER
I, BERE, WE, EELOMEKICHTBRTAENLROE
PUTICEBER G52 2 & 2253 2 ML 0w A BRI &
L& TR D, ERRE OB L @SBRSS DD
%, (WHEREDEBATIEZRL THETH %6, QMER
HFER L LT TR EET 256, QEBBREOXE
Th > TEADEHEOHEMT TITITRWIGE, QFEAN
BB ARRENC LV REET 2 HBEOVT RN
WIRHN D, EREOEE, BANRENEZ S > TX
ROEHPITICEE T2 Z SIxFR SN, Mfko—8 &
LCBET2 Z SR S e \ee. 708 MBURIE, B
FRREERIILEOREICL > TEEFEIh TV 0
5 PCA RIEEOHIFI O AN Th 5 & 352, EILIE
RO RRIZENTH D EERTRICESERSE 21T O B
fRizh Y, NEEERMEEO—HMHEBRL D&
EH S TH Hdd.

2L, AR T 2 WEELFEE REAET OEEIT
FEOREFOMRBEL NHIWSL L ZERFHMNZALTVDEI NG
TFREREND. OHF O FIE, EICET 5 EERE O
AR SND OFSREENEICHIBT 28 THIGEE
FIXE DR N TIREMTON - HA IR EShD ET5
LOLBH LN, AMEERZEENZEOMHLEZIRY K &
WO HBITITOR TS Z EICBLT &, KEEI2BIT 5
FIGEEE REEE OFBNL, FEOWREHOMREL VS ML
L7cBHEHNE AT D LT 5. MEENREEEREEE

z United States v. Chae Won Chon, 210 F.3d 990, 992 (9th Cir. Haw. 2000).

aa United States v. Kahn, 35 F.3d 426, 431 (9th Cir. 1994).

bb 10 U.S.C. § 375 (1998).

cc United States v. Chae Won Chon, 210 F.3d 990, 993 (9th Cir. Haw. 2000).

dd United States v. Chae Won Chon, 210 F.3d 990, 993-994 (9th Cir. Haw. 2000).
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Ths [Gnutella) TIASNDWEARL  ZWIHT 5. FEMICOWTE,
Marc Liberatore, Robert Erdelyy, Thomas Kerle, Brian Neil Levine and Clay
Shield, Forensic Investigation of Peer-to-Peer File Sharing Networks (2010),
available at http://forensics.umass.edu/pubs/liberatore.dfrws2010.pdf.
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