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A Report on International Conference S&P2015

HIROAKI ANADAT

Abstract.. International conference S&P (IEEE Symposium on Security and Privacy) is the top conference of information
security held every year in California, U.S.A. by IEEE. At this time to count the 36th, 55 well-selected papers from 402
submissions (13.7% of acceptance rate) were presented. Other than the main body of S&P2015, five co-located workshops were
held. They were held for in total four days, and the number of the attendees was approximately 400 altogether. The number of the
sessions was 14, and, other than a basic session theme such as "Protocols and Network Security" and "Malware and Program
Analysis", there were the things of these past several years such as "Cryptocurrencies and Cybercrime" and "Android Security".
This is a report about holding information and interesting presentation of the results of the study.
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S&P (IEEE Symposium on Security and Privacy) 1%, 34 K[E
HYZAN=TNTRHREENS, HREXF2V 74077
ANTVETEETOERSETHD. S&PIEEREF =Y
TADFHOMRNy T H 77 L ADPTY by /e
INTEY, BFIZIEKETIIELREROFAESLKRA K7 M
ZOEBEHETOMEERE —DDAT —F AV VARV E
LTWAESThDH. KUAKR—FTIE, EENRSMLE
2015 4£0 S&P  (S&P2015) 122\ T, MFZERE DOHEE S
R & 412, BEITELHEHE L V- B HHR b B
L7z BT, EF9M4mERNS, RO THRERERICO
WTHED.

S&P2015 1%, vV 2o "L —D—#ThHHH L /¥ (San
Jose) ICHDH 7 =T MARTAEREL LTSN
WY DAEWITY o BIERRZEE (SIC) Thoto. 25
NHOBEICITKENTF = —> DYy MR THD
“Supershuttle” ZF|H L7z, F@IFHCTHEE 98USD ¢, F
v FHEDD L 1200SD THoT-. D ETIL 20 0ETH
ST b, BEERIIED RV, RIZEHWEE Z AT,
YUy AN —TiE (V¥ hARURF 7 —IZRHT)
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Manday, May 151,
&300m-10:208m

Opening Remarks &
Session; Hardware-
Aided Security

X2 FE:2BOo7zT7FEYy R NERTFAL-HF. T
BLoONY OfHE (581 BAAD.

ST L HAAUTEERDITER, HlELV D “TFR
PEE WCHERICHIGE L TH LR 2RN L. bot b
FEZOHATICHERN S 500 Lz,

S&P2015 KIKIT L > 7ty va o THITLIZZD, U
S D EREET A ENTE ., T REX 2 Y
T4 Ny T 77 LR T S L, Network and
Distributed System Security Symposium (NDSS) & {El T\ T,
ACM Conference on Computer and Communications Security
(ACM-CCS)D /T Lkt v g bid#/e 5 (USENIX iX
REMOIZDA) . FHOEBITIE S 20D, S&P &
NDSS 1 EfEHEF = U7 0 O T HILFEFHE ISR EN L S
FFEENZ L, THUITK L ACM-CCS 1E k< & HEE<
DD LD ThHD. (leDTT TN/ RT LLDOfENSy
IRRENTNDDTIEARNEAS D H)

2. BRMEMIE
AREITIE, WMEEE, BRI A5 7 7t 2, ZI0RN,
Ty va UERIZ OV TN .
21 HBER
MEZBIT TR 18FENLHL LD TH T,
1)  General Chair
Sean Peisert, UC Davis/Lawrence Berkeley National Lab.
2)  Program Chairs
Lujo Bauer, Carnegie Mellon University
Vitaly Shmatikov, University of Texas, Austin
3)  Vice Chair / Registration
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Michael Locasto, University of Calgary
4)  Treasurer
Mark Gondree, Naval Postgraduate School
5)  Donations Chair
Jason Li, Intelligent Automation, Inc.
6)  Publications Chair
Kevin Butler, University of Florida
7)  Site Chair
Cara Candler, Executivevents, Inc.
8)  Registration Manager
Yvonne Lopez, Executivevents, Inc.
9)  Publicity Chair
Anuja Sonalker, TowerSec
10) Student Travel Committee Chair
Alvaro Cardenas, UT Dallas
11) Co-Student Travel Committee Chair
Cliff Wang, US Army Research Office
12) Poster Chair & Co-Publications Chair

Sophie Engle, University of San Francisco
13)  Web Chair
Sean Whalen, UC San Francisco
14) Workshops Chair
Cynthia Irvine, Naval Postgraduate School
15) Co-Publicity Chair / Workshops Vice Chair
Zachary Peterson, Cal Poly

16) Co-Treasurer & Workshops Treasurer

Gabriela Ciocarlie, SRI International

17) Co-Publications Chair / Workshops Publications Chair
Ashley Podhradsky, Dakota State University

18) General Chair Emeritus

Greg Shannon, Carnegie Mellon University

22 BERR-EHIOER
Befa L &Hi 7 v ' 21250 T program chair 2> BB 23 &
27D T (¥ 3), UTICELDD.
R - 402 4F
Round 0 : -
: 386 1
Round 1 : 2 reviewers/paper, identify top 50%
195 4
Round 2 : 1-3 additional reviewers / Author responses
216 14
Round 3 : +10 days online discussion (including 21 papers that
did not receive Round 2 reviews / In-person 1.5 day PC meeting
(94 papers discussed)
B9 - 5514
AR : 55/402=13.7%
Reviews: 1216 / Comments: 1929
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‘additional reviews
responses
10 days online discussion
| 21 papers that did not receive R2 reviews
1.5 day PC meeting
discussed

3 BRI E AT 7 n A, Program chair X ¥ §il &
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2.3 &mkix
SIMEFITBRTAL00 NMEETH-72 (X 4). A—T =
JHRHIIFIEWE CHY, RhoyThr 77 L ADANRD
EESAK L EET. NI LTI TV TS ZAE
NHLONREL, —FTHLT, 274 RERARNTHL
SR INDENTDONEMES 2D,

X 4 SLEOET. YAty arTUlo< Y.

24 £y a R

S&P2015 Dt v ¥ a Uk ER 11, fHEY—27 > a v
AR 2ITRT.

S&P2015 Tl “Cryptocurrencies and Cybercrime” 2387& » &/
g Thotlr. Fl-, RRALT 4 AB v g NIEHER
N=RNEFY, MATHOERCHND [Eafak] (B8
LZEERBRAEZHES LN TER (BiR).
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# 1 S&P2015 & v = AERR.

Date | No. Session
May | 1 Hardware-Aided Security
18 2 Cryptocurrencies and Cybercrime
3 Protocols and Network Security
4 Cryptographic Protocols
- Poster Reception
May | 5 ORAM and Secure Multi-Party Computation
19 6 Security du Jour
7 Protocols
8 Side Channels
9 Short Talks
May | 10 | Malware and Program Analysis
20 11 Memory Integrity
12 Security du Jour IT
13 | Android Security
14 | NITRD Panel: 2015 Federal Cybersecurity R&D
Strategic Plan

*£2 fHEv—ravT

Date | No. Session

May |1 IWPE: First International Workshop on Privacy
21 Engineering

2 GenoPri: Second International Workshop on Genome
Privacy and Security

3 LangSec: Second Workshop on Language Theoretic
Security

MoST: Mobile Security Technology

W2SP: Web 2.0 Security and Privacy

3. BEBLE-MREROME, K

ARHEITIE, BEHELEMREROTNOLEBEEIIE L O
IZOWTEOEZ RN, FTEEFTT.

3.1 S&P201I5 Kty Y

Cryptocurrencies and Cybercrime

“Research Perspectives and Challenges for Bitcoin and
Cryptocurrencies”
Joseph Bonneau (Princeton University), Andrew Miller
(University of Maryland), Jeremy Clark (Concordia University),
Arvind Narayanan (Princeton University), Joshua A. Kroll
(Princeton University), Edward W. Felten (Princeton University)
ARFERIE, 2009 FEOEMBIIALCK, BIRYIZE K& L7k
B4 Bitcoin @, HMNAZAREE L Db DO THoT (—
RAGI) . EORE ENTIRO ZFEHEPLLD ET 5 B
L Z Ok kR (transactions & script), AR &~ A1 =
v 7 (consensus & mining), P2P i#IF R v b U — 7
(peer-to-peer communication network) . Z A1 5 = FHR OfIER
BRSO, FEHELIZEX VT A LT TANRNUITHT D
WBREFEORFNEE £ L O TND. B OB % ki
L DICHMRBE IR E 725 L Bbhiz
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“The Miner's Dilemma”
Ittay Eyal (Cornell University)

AT FE R 32 13 “Block withholding attack” ? ¥t 7= 72 AT 1Z
ONTia LT, =R TRk LITbN 25 & D
[ & — R C XY o 7ol 2 DREN T r v 7 ThD
N, TREEEICEFETIC, EWOIHBETHD. HmILT
XZ ORBHERIZOVTHLE TS,

Protocols and Network Security

“Temporal Lensing and its Application in Pulsing
Denial-of-Service Attacks”

Ryan Rasti (UC Berkeley, ICSI), Mukul Murthy (UC Berkeley),
Nicholas Weaver (UC Berkeley, ICSI), Vern Paxson (UC
Berkeley, ICSI).

AR FNT B 7 V7 v a VRO I — Tk
ERELILOD ThoTe, RELEFIEL, KRV FIEIED
BaamOEOE SR LT 5 (“lensing”) Z &%
ARBIZ T 5728, THER 5D [100Gbps # DDoS K% |
D—FiELRY 5%, BEXBFEOBRRINV—T 17
NADIFFFETTH Y (“Estimating Attack Path Latencies™)
MEFFMCESE ) T LI v a v A rYa—) v 735
ZEEWRRIZTS. aRBEY TV v a VEBEOIR AT
T DHH 2T —mORERH D & Bbi.

X 5 BERZHTIED> CWaT LA 7 XA DDA
Cryptographic Protocols

“Geppetto: Versatile Verifiable Computation”
Craig Costello (Microsoft Research), Cédric Fournet (Microsoft
Research), Jon Howell (Microsoft Research), Markulf
Kohlweiss (Microsoft Research), Benjamin Kreuter (Google),
Michael Naehrig (Microsoft Research), Bryan Parno (Microsoft
Research), Samee Zahur (University of Virginia)
AWFFEHERL, WREFT R R R ORI FIE L IRR
L7ebDThotz. A~v— b7 3V THERFEERIC
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RL, #EIZZ 70 N EOBNRFREERICEE LERD
BEFBLTHLIMRIZZZ 10EIFERATHS . RES
D Geppetto 1% Quadratic Arithmetic Program (QAD) D~
NFRR (multi-QAD) 23S b DT, 2 E TOMED
MAE RFAOOHE LIED T FER D L THS.

“Secure Sampling of Public Parameters for Succinct Zero
Knowledge Proofs”

Eli Ben-Sasson (Technion), Alessandro Chiesa (ETH Zurich),
Matthew Green (Johns Hopkins University), Eran Tromer (Tel
Aviv University), Madars Virza (MIT)

AWFFEF 1L, common reference string (crs) % fiEAE & i
AHENEET DD AT R—F (FEMPC) 2 S T 7
o—F %Y, ZiE succinct B a2 HFRFEAIZFIH T 5 #2
EThol. BkD XL I, s ZIHTHLWVWT T —
FUZTIE MPC Z1# 9 O DT proof-of-work %1 5 & D 4
HDDTIEIRNIES S D
Poster Reception
S&P2015 TIE NV 7y FHEELS, RAZ—LV BT v a v

(BEEEND) Bdolz. 40 BREOHDKRA X —p Rz
SNERETIE, MR LHEENEREZDI RN’ S
BRZTbh, Rbo T,

e

i

6 RALZ—®vI av
BELIZLOD.

Protocols

. BEIX DoS B OFEMFILEE

“Post-quantum key exchange for the TLS protocol from the
ring learning with errors problem”

Joppe W. Bos (NXP Semiconductors), Craig Costello (Microsoft
Research), Michael Naehrig (Microsoft Research), Douglas
Stebila (Queensland University of Technology)

AWFFERRIL, NEFERZIMT 0 a2 R E LD
Tholo. MitE T TIEFERARNE VXD Ring LWE Ol
&7 T u—Famy, MRz T, TLS 7’1 | =
N~OFEHAFTEEEE TH U W RITFERICET . 272
L, BE(LLE T VA NBLICOWUIIRELTBLT, =
DFEMOENEEFRIE L THD Z L &fmbtr.
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Short Talks

10HFET VBT —3 3 U o 7=, $FIT Tamassia i
5 OY uHEEEH OB A%, EEL L THMRLOIRMT
B LW ERBNEL LN, JIERENDI DR H T,

NITRD Panel: 2015 Federal Cybersecurity R&D Strategic

Plan
Ky a NINFAT 4 ANy v a vy Tholz, /%
U A MIROW-S>OEEE D STz,
1) Homeland Security Advanced Research Projects Agency
2) NIST
3) DOD Cyber Security & Technology
4) National Science Foundation
NEY A ML TEROHETZH T2 bDD, 5% KE
WBWTHIRESRREAINIRE(FREX 2V T 4 D)
HEEBITI FLEOF—V—RIZ&2LnZ&ThoTo
®  Cyber-Physical Systems
®  Smart Grid
®  Authentication -National Strategy for Trusted Identities in
Cyberspace-
Privacy Engineering
Security Automation & Continuous Monitoring
Data Analysis
Cloud
Risk Management
Supply Chain Risk Management

Education / Workforce — National Initiative for

Cybersecurity Education

[ Privacy by design

. Domain specific security
a . Cyber-social incentives
Topics in

2015 . Ethics of Cybersecurity Research

W . Flexible cybersecurity test beds

@ Datascience

. Quantum-resistant security

X 7 SNEAT 4 AB v ar. MUOH UOEEERN (EA
FITIZ) BHOHNDHNE? ).
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32 BHED—UavT
IWPE: First

Engineering
“Decentralizing Privacy: Using Blockchain to Protect

International  Workshop on__ Privacy

Personal Data”

Guy Zyskind, Oz Nathan and Alex ’sandy' Pentland

EHEC& 55 = F B %, peer-to-peer % » k7 —7 & block
chain OAEDLE T I 2L — b TBETATTIZONT
DIFFEHE ThH o7, Tk~ X 512, #lZ1E common
reference string (crs) DA%, vV F/—F (1 FHE (MPC)
TRZHLLDT T —FTITOHELHVEI ThHD.

% CCESS-conyy( DECE"I(&IJZ&G

Bmckcham')

. g:oragemm)
* Privacy-pragan
(MPC) e Conpuy
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8 Trusted third party |ZHt> T 5 4y HUR & HL.
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S&P2015 TIIHFLLEIHL~D A 237 N DInir 59, thd~
DFREBLEZ bNDBERFRABELNH T2 LHITES.
TRy T—valiE, by T Hr 77 L AL LWVWET
bote. BRNOSMEIZSFHET 2 LFOHRLENT 7= (=
VHET RTERE) D, bo L OFNRBMRE-oTH &
WD TIARWES 9 ).

BifE soiiAkorva—Svxa T HEE~DB
MBI L TROEEZITTHY £7.

AAA IR S B BHEREE 5 15K00029,/ A 4T
R4 - TRPEERIGIERT & R Ay IS RS S RERE A - B
K OFRF S OV MR )
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1) 36" IEEE Symposium on Security and Privacy (S&P20215)
http://www.ieee-security.org/TC/SP2015/index.html



