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Study on Applying Human Factors Analysis-Evaluation-Method to
Information Security
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Abstract: In recent years, information leakages by targeted attacks via e-mail or internal illegal operators have been spreading.
In order to analyze the information leakages by human acts, it has been conceivable to apply analysis-evaluation-method of
human factors which is a branch of knowledge with prevention of human error. We have needed to select the
analysis-evaluation-method after understanding the characteristics of every analysis-evaluation-method. The number of type of
the analysis-evaluation-method has been over 50 and the analysis-evaluation-method has been developed in individual industries.
However, there have not been comprehensive and fine classification methods which classify every phase of process of
analysis-evaluation-method. Therefore, we have focused on “Factor and Countermeasure” and “Before countermeasure and After
countermeasure” in the process of analysis-evaluation-method and have classified every analysis-evaluation-method in individual
industries. The results have shown “Factor analysis” is more than “Countermeasure analysis” in the number of classes of
analysis-evaluation-method. For applying to information security, we clarify the issues and problems and discuss the direction of
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the future studies.
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Figure 1 A simple process of evaluation method.
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Figure 3 An example of detailed process of

analysis-evaluation-method in operation.
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Figure 4 An example of detailed process of analysis-evaluation-method

in incident occurrence.
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Figure 5 A classification map of analysis-evaluation-method of
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human factors.
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Table 2 The issues of using analysis-evaluation-method.
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Figure 6 Future policies for applying

analysis-evaluation-method.
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