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Criminal Fishing system based on Wireless LAN Access Point
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Abstract: Nowadays, there are many incidents such as graffiti, theft and kidnapping. In this paper, we propose a novel system
for criminal identification assistance that utilizes a large number of wireless LAN access points with a security camera. We call it
“Criminal Fishing system” that estimates the MAC address of the criminal’s mobile device, from probe request signals and their
RSSI (Received Signal Strength Indicator). Results of experiments was such that our Criminal Fishing system has identified the
criminal’s device 5 out of 10 times by filtering the gathered probe request signals only using their appearance frequency, and 10
out of 10 times by additionally using their RSSI on the filtering.
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Figure 1 Outline of the Criminal fishing system
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Figure 2 Definition of signal acquisition duration
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MAC Addr. 1 120 120 115 355
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Table 6 Detection results of the proposed method
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6 1,54 o o

7 1,45 o o

8 1,749 o o

9 1,748 o o

10 1,48 o o
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Figure 10 Number of observed MAC address among this
experiment
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