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I/k-Contact:
an adaptive two-factor authentication using physical social trust
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Abstract: While CPS (Cyber Physical Systems) and loT (Internet of Things) are receiving a lot of attention, it is becoming
important that humans which are high-function and high-generic processing modules live associated with ICT (Information and
Communication Technology) modules. One of those, we proposed “i/k-Contact” that inputs visual contact by humans to
cyber-world and use to user authentication. In this paper, we propose, implement, and assess adaptive two-factor authentication
system using i/k-Contact. Under present security measure system, people usually take the additional measure in addition to the
basic measure like the password authentication at activate the OS. In contrast, our system detects that an authenticated user is
putted in “situations where are forecasted that some dishonest acts don’t occur = situations in public” by i/k-Contact. In that case,
by exempting additional measure, it can adjust the two-factor authentication’s safety and convenience balance dynamically.
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