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Observation of Behavioral Changes of Spam Mail Servers
to Detect Resilience in the Internet
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Abstract: Resilience in the Internet is critical for maintaining sound and safe use of the Internet. This paper
addresses the issue of detection of resilience in the Internet by developing a method for observing behavioral
changes of spam mail servers. Currently the infrastructure that enables people in the world to make use of
the Internet has been established. There exist hierarchically organized fundamental principles for its use,
sharing, development, decision-making procedures, etc. These principles are managed and operated by a
variety of administration committees. However, they are not necessarily obeyed strictly due to their diverse
understandings. This paper suggests that resilience force would be effective for maintaining e-mail servers in
their safe and secured conditions by avoiding small problems from turning into critical ones. On the assump-
tion that the working of resilience force of an e-mail server should be reflected in its observable behavior, this
paper proposes a method for quantitatively measuring the degree of server’s safety and security conditions,
called “Evolution Diagram,” and for deriving the degree of resilience by means of maximum transmission
potential, the degree of continuity and reproducibility defined by using Evolution Diagram. Regional and
TLD resilience is examined by using these features.
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Fig. 1 Microstructure of behavioral change processes of spam mail servers.
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Fig. 2 Frequency of total ED value occurrences.
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Fig. 3 Examples of ED transition diagram.
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Table 2 Maximum transmission potential values under a

variety of circumstances.

VAV v 138 | 538 | 1038 | 30q#
EEWEE | HMEY -

A ] 1.00 | 4.98 | 7.18 | 12.69
AN 1.00 | 2.48 | 3.23 | 4.02

17 H ] 1.00 | 2.60 | 3.90 | 8.81
A 1.00 | 2.23 | 2.85 | 3.82

2 7 H ] 1.00 | 1.81 | 2.18 | 4.60
A 1.00 | 2.00 | 2.66 | 3.57

Wb, T YT LR Y — I E LR T 1,000 [E15
TL7AERONE % & o7z, BRI 1O AR IS4
HEELSEZREENL L, Bofiiz ERLL Tn5.
PO D5 L) ICANLRBEEN BT ERAERERE
NEL b, Fiz, ANXLAEBHEIEVLEEEIT V¥
LR EMBOANEMERFOLEZOND. S5,
ZSLEEEENFR L TH D% 5, ANLEEHEIEY
FIEDE L Y, BRI ERRE LR ERRLY, I
VY LNBREGEHBOTEINES L, L, 24 A
DKW TIZE BL10@ED & E|2F ORI L T
B, CHNREBBOBETIIANRLREHIEL, A
DB T W T 4 DX BIIZ A B AS LT <
PRI Y, KM Z L o#4e ED EAEEL S, ED
BRICHNDKEN—EDOENSLE L RV TH 5.
WZT v ¥ LR ERMBOREL, WINPOXHIZAY
LEEMRABGENE L, TORE, BEXHE L O ED 8
DEALDTH L { 2 ) ED #ERBKICIHN D 1 EHER L
LA HLTHD.

X 4 /0, 2 EE—T7— %2580 N7 RK%EERN
OHBSEETH A, 0.1%425 LLE, 05%A8 LLE, 1%7A%
6 LLE, 10%0 2D Eofliz &5 2 LBl SN TnAS,
FKODT U LLREEMROMEEEELTL4 5, 10%LL
L= PEITIEH o> T, BHIC T EIZA S L%
EELTWLZEDHEETE S, IR (T = 2%
) TlLEORAINLEREFT S — N3 ek 48%T
BHBHIENG,PoTWE., 72 70.03%D° “he REEEES
=1 THoHho, BLF2%ILED1IEDRET 2@
FDOANRLERFLTNDEENZ D,

4.3 HRfEE

HRGENE X ED BN OB#E IO NEEE 55352 L
CEoTEBEINS., ZOHEIZANRLEEHEIPEWITE
EWEEREL, R E % BT — NOREMKTRE ) B ETE
THAb., T3 IFFHESNTIRN T TOMBELZFEL7-D
DTHAH (G, BT — 2133 2 EEME). ASL3%E
AE— R EHBTH 256, ANARBERITT L THLHE
TEDORMZ B ATIE ST EREED v, FhUSa L, AX

2027



BB F =R NEE Vol.56 No.10 2022-2032 (Oct. 2015)

104 T T T T T I T T T T T T ® T T T T
[ ]
- 103 R 3
(&) ° [ ]
5 ¥ .
> 102 % HIR ° 3
o & 3
o . o
Y 101 o ©® o 3
- amme o ¢ [ J
109 . o I | [T —— b1 ol | 1 | | | |
0O 10 20 30 40 50 60 0 2 4 6 8 10 12
0 2 4 6 10 12 14 16 18

Maximum transmission potential

Continuity

Reproducibility

4 F8TX—F OB, /i RIGEERET), oMk, A R

Fig. 4 The frequency of each parameter. Left: Maximum transmission potential,

Center: Continuity, Right: Reproducibility.
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Table 3 Continuity values under a variety of circumstances.
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A 1.00 | 2.57 | 2.72 | 2.20

LEERDFE—THAEEEITIE, A/SAEENRICH LT
EWKE R R, ML, ANLEEBRESSL LI L
THREEDHOLEF PVl bl 2k b, F7z, AN
LT L OREEBERIL L, DOBEBRD AN LEEIThI
BYEICIE, KB OWIM 2 7 F /SRR A S LS ED
EEIHOND XD IL, fMtEiEmwiEEZRT. 2%
HEGEE L, BVREDIN, FIESICASLAREERT) V-
INZRRICERR 7S L HIT T 5. MRS EE £ B L)
CLERMMNBRANRLAEEZL TR EWV) ZETHY,
= NERE P AL EFERAML TR, b L dsT
KLTWWneEWn) ZEeaRLTWAS, X4 g2 &
FLT—% 2680 N fkEEDOIBMETH 5. 0.1%0°
125 Dk, 0.5%%%6.4 LLE, 1%255.1 DLk, 10%%51.9 DL
Loz s Z DRI E N TS,

4.4 HEMW

FRHEMIE, ANAEEBII L THEBMWIZ, 20Tk
WLPDOMEDR L ENT Vo AANLEELEEIL L
H = NP ZANLEEEHRA L2 L TERT S, AN
LEBOFMIL, ANABREFREZICH o ZKEP D ny,
RELL LN TANRLAEEPBHE LGS Y T 5.
AR TE N, Z 1 IPAICHET L4954, K3 0600
5 & 90T, HEEMEIEESRE L - IR 0 A S A REHEIZL -
TANRLEGFORERE 2 /RS, FHRMEE, ks Ena

© 2015 Information Processing Society of Japan

INAREBEICIFEINICL L, EASY THilEMIZ A
NN RGBT — N L TRHEZMR S 2 5. )4 41
M2 EELET— oo/ fEEOEIHETS 5.
25505 £912, ANRLEET—/INDHH, A/NL%E
BORHAT A2 —NOEEIBL L 15%TH 5.

4.5 RISLYEEEM

VL@ RoE N7 — N ETH L. RRERE
RED, AkBEtE, FREMEE AV, ERICEI S A AN Lk
B — NEEEHMEDOHBUEEN D 7 4 — FEICL D7 T A
N T oTr TAGTERAT) . SFHEMEOHEE &
HEDOICK 4 L) SO BBEREZ FHWTY + —
LWL BT A5 v &ITo7z. ZORE, DUFIR
70 TAY &5,
A, B 72X UIRKFEGERET, AkEEIEOT f O E T
DY T AR RELGIEHTHELFFoTWDH b, K&
DAL EMICEET L —NTHDH. AV TAL B
7T ADECIHEEOE S DENTHD. AV TARB
LZPEDRL TP TEAANRLAEEEZIT> TV 5
=P L /LTS, BiREIE7 7 A0%T 3EFH
TH B0, TIUIANLEBICYUNED» % Mz 317 T
Wi, 1AM EANRLEZRE L W — 0w
MO EEZIEND. EEANLEIL, &7 5 AD AL
BHD 3TRIZ BB, BRD 25% D — 305 37%D A I8 2
EREL TS E W) DIE, ASLREEY— NDEREN A
= WIS W T WA ED WAL, AV TR 1EDIT
EAEOMB R E SN TICORICANLEEEZITD
oD ERE—NEETH L. B 7T ATRKED AL
PG E WM L AFEZ 8 L TT ) Y — 3D %,
C 77X BHImptEomsIcds. Bt —N
TONHMEIZ 15%IEETH DD, FORELEHNC 7 T A
T oTWD, WREBREIMENZ &S, 1AL,
QIBDIRDAINLFETH D EDG0Dh. FroikiME
PR & & AIREERIT 5 2 OMHEIKE L o TWABDT,

2028



BB F =R NEE Vol.56 No.10 2022-2032 (Oct. 2015)

BREERITOEENS, 121 D0 AL REERFILHE
HWLTWEWEEZLNL., ZOHF—NEIZE DD TIK
DANLEEEBIABEIAT I T —NHEL LV 5.
D 75X FHIERREFBRIOE S ICH L. £72, BV
T ALNRT, RKEERADVECENIE, Mk <
BWZ ey hh, BLZ1AREOHE, $Eo7-
B (20 ) ODANLEFTIESICEET LY —NHT
H5.

E, FUSZX:200D27 5 ADHMIIMTVE. 1, 2 #HH
BEOHMIIABRDOANLERZETHT—NThHbH. E7
TADFH, BT, Wit HEEFSVG—AFETHD
F 77 A3 RKEBRAVPEH T =N ETH 5.

G 77X %L D54, BWBORZANLREEEITH)V—
WNThHDL., ANLREEZAT) T —NOEGLUEPZ Dy
FAZET A, UL, FHHEE I 223 EEO
ANKNER ATz —= O EFENTW S, 100 #% 2
B AINSLFEEZRAT > TV DT = NOE|EGIZT —NERT
11%ThY, ZOHIZZFIAGOF =N 13%E TN T
WA, THUTERNICA S AR KERET L=, &
FLOMKIRAICEE L TWADLIT TRV L 2R LT W
5. GV TATREANLREEEOSLEIIEIDH LD, TK
BRI T AN LA REIEL L2, L) SlZBnWTIb@L
TV,

4.6 RINLFEEEMELIUICXR

DEoigmiz sz, S —NIBIFAL YY) T2 A
FEIZOWTHHT A, LYY Iy AmE L L, o —
DL E AT L7200 DOBETHY), A/NLEEN
Thhtk, ENFZITRAICANSLEELRELTE D,
FHEELT 722 L o TEL. OO AINLEE
Wik bot 2L B0 EENL. ZOHAEIE, T—EH
B AINLTEIE bot DFAEE EOREOMM CRRITE 7
N, WLEAT o 72 B, &) B A S LR ERFICER
n, LYVIZ AL LCRHEiT A2 A5 T& 5. = TH
FEEIRSEENIOH L TH L. FEEDP 0 L)
CLEANRLEEVPHRE L 2ol vy 2 LTHY, D
RICANLFEFEERITTo TR A aEkE, 2UdT— NI
BRI TWLMETMRARMWICHRTELV)ZLETH
bbb, ZOMEORKY RN DIZL YY) T2 X
BOWIRDEELRELZETH D, e-Network (2B TH—N
EWE, AR, EA2 E0ERICER L, “secure
underlying” (24— NOIKEZ R L7250 E VW2 5.

RIZ, WIS DOWTHELET 5. Wbt S BEF g A
Moz R L TWD, FEHCORMBEBRITE Ly
CLIIHHTH S, LORETZOMBEEREL - kT
ELDIT - NEHEORRERL Y —NE= ¥ ) 7 HE
A EBAGEENED D20, Y —NOBERETHAS.

WREERIEZFOT =D )R8 STk E LK

© 2015 Information Processing Society of Japan

F3areEEzoNs., LYYV I ZAOBEANPSWZIE, B
FCME LIRS DAEAY N S U R KRB RE D 1L ST &k
ECTHOMER . F72, WARERIPEVEW) 2k
X, KEOANSLE—@RIZLTEELTWLIRELFT /2
B, Y= NOERBEPRBIZZFFERTVELEZ LN
L. bLIOMEIKENTEFE, kM, BEENFLATS
DTHIUE, ZIUTT = NEFHE PSR ED — DO fi
EUEHEFRFLL D L LA EEZ SN, e-Network I2B1F
% “Development” 2> 5 “critical” ~ & JIRFEEDER T 5.

Dbz bns, LYY ACEDb B AL R ERM
DEREFIE, FHEME > Wk > RKHERE DIEIC 2 D%
GHNEEHETEL, ZOZENL, FEHLETO2D7 T A
DVIVITVAD®RY* G>F>E>D>C>B>A
THbE L.

GV IA%EHBLI )TV ANENE L2HEIE, T
TONRTA=FDRETH AL, Gk L72LHICE 7 T AL
BEF DD HIZ 100 UL ED AL #RET L — N &
INTWVWE., LIL, FOBDOEEIFLZTVEWV) Z LT,
BLL L= NEHESCRE ) OBREEDS AN L EE T RO 72
DEEHETEL, TLTHEREL VW 2L, 20
OFFEFEHL Lo & LTBY, LYYV AFEDHD
TEWI IAREEZONS.

D, E, F 79 A3—EME DAL EBEHTD, 20
B AL LTI T E L —NHETH L. IhHD
7T AL —IFHIZY — E R ZAEAS T8, F D% “secure
underlying” (28> 72 L P TV ADFRVEEHIZ E VW2 5.

C 7 I ARTREOEINSEL V) Ty AN VEE
IZAB. KEMFRES, Mk, Zhidl s o
P NIZHEE L TELARLDBDLWETT, O —n
WIERED AN LEEZITToTCwbrd kv, 721
JEF— NS ANLATAEEEZBOE L2 LTD, MED
HUORBASNTWS &) TREMENI BV EITVAT,
LY ARV EEZLND.

A, B7 7AEBZ6 = NEFRENY — NEHIZ
Vo Znhhrbo T awIkiZEEZ N5, £ LTH
D OPFHE, bR b ANRLAREEIEOLZERIIE R 2
LWERBITH L LHEETE L. BH, REOANLAEESY
o TV THMERVEEICELN I — N 3R D ITV L
VVIZVATTHIETHEERZONS.

5. HISE I & DY —/NAERE

WIS, DAL — N OISR & WA 2
EC, AV =2y MLV RAEEL R DI LD
PEIZDOWTIERE, Av— MEEICBWTA, i, 1Bk
BBEBIZOBE->T0ELDTHY, FORTIThILL A
INMEREATADEIL L, TNOSOEZENERE R >TW5S
LEZOND, BRI, APAMETHLEWV) T LiE, AVA
T NEEEF I RIS L OB, B D vIid

2029



RS 2R

Vol.56 No.10 2022-2032 (Oct. 2015)

x4 ASLREY — N OITEFERE RO HIR A

Table 4 Regional distribution of the results of behavior assessment of spam servers.
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