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1. Introduction

In Shamir’s (k, n)-threshold scheme[1], every k participants
can recover the secret K, but no group of less than k participants
can get any information about the secret from their shares. The
collection of all authorized subsets of participants is called the
access structure. A (k, n)-threshold scheme can only realize par-
ticular access structures that contain all subsets of k or more par-
ticipants.

Secret sharing schemes realizing more general access struc-
tures than that of a threshold scheme were studied by numerous
authors. Koyama proposed secret sharing schemes for multi-
groups [2], [3]. In his schemes, a secret K is divided twice
In 1987, Ito, Saito and
Nishizeki proposed a secret sharing scheme for general access

by using (k,n)-threshold schemes.

structures [4]. Their scheme can realize an arbitrary access struc-
ture by assigning one or more shares to each participant. In
1988, Benaloh and Leichter proposed a secret sharing scheme
for general access structures based on a monotone-circuit [5]. In
the implementation of secret sharing schemes for general access
structures, an important issue is the number of shares distributed
to each participant. Obviously, a scheme constructed by small
shares is desirable. However, Ito, Saito and Nishizeki’s scheme
and Benaloh and Leichter’s scheme are impractical in this respect
when the size of the access structure is very large. For example,
when we use these schemes to implement the access structure of
a (k, n)-threshold scheme, each of n participants has to hold (Zj)
shares. On the other hand, only one share is distributed to each
participant if we employ Shamir’s (k, n)-threshold scheme.
Secret sharing schemes based on unauthorized subsets have
also been proposed [6], [7]. These schemes can realize any access
structures by using two or more threshold schemes and are more
efficient than Ito, Saito and Nishizeki’s scheme. A secret sharing
scheme based on authorized subsets was proposed (TUMO5) [8].
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This scheme is always more efficient than Benaloh and Leichter’s
scheme. Iwamoto, Yamamoto and Ogawa proposed a secret shar-
ing by integer programming [9]. Their scheme is optimal from the
viewpoint of the number of shares distributed to each participant
when only one threshold scheme is used.

Suppose that we want to apply secret sharing schemes to a
company in order to prevent the client information from leak-
ing out. The client information is encrypted with a key. And the
key is divided into shares. Because of the hierarchy structure of
the company, some managers may belong to a lot of authorized
subsets and unauthorized subsets. As a result, the managers have
to hold a lot of shares. Here, we consider a section which con-
sists of two managers and 20 staff members. The secret key can
be recovered by a group of two managers or groups of one man-
ager and two staff members. In this case, every manager belongs
to 191 minimal authorized subsets and 20 maximal unauthorized
subsets. On the other hand, every staff member belongs to 38
minimal authorized subsets and 3 maximal unauthorized subsets.
We shall realize this access structure by Benaloh and Leichter’s
scheme. Then, each manager has to hold 191 shares and each
staff member has to hold 38 shares. By contrast, we can reduce
the number of shares distributed to each manager to 2 if we em-
ploy one of our proposed schemes. Thus, secret sharing schemes
reducing the numbers of shares distributed to specified partici-
pants are quite useful.

In this paper, we modify Benaloh and Leichter’s scheme [5]
and the scheme I of TUMOS [8] and propose new secret sharing
schemes realizing general access structures, which are perfect and
can reduce the number of shares distributed to specified partici-
pants. The proposed schemes are more efficient than Benaloh and
Leichter’s scheme [5] and the scheme I of TUMOS [8] from the
viewpoint of the number of shares distributed to each participant.

2. Preliminaries

2.1 Secret Sharing Scheme
Let® = {Py, Py, -, P,} be a set of n participants. Let D(¢ P)
denote a dealer who selects a secret and distributes a share to each
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participant. Let K and S denote a secret set and a share set, re-
spectively. The access structure I'(C 2%) is the family of subsets
of # which contains the sets of participants qualified to recover
the secret. For any authorized subset A € T, any superset of A
is also an authorized subset. Hence, the access structure should
satisfy the monotone property:

AeTVAcA  cP=>A el

Let I'y be a family of the minimal sets in I, called the minimal
access structure. Iy is denoted by

Ihp={Ael:A" ¢ Aforall A" e —{A}.

=2"-I.T
contains the sets of participants unqualified to recover the secret.

For any access structure I', there is a family of sets T

The family of maximal sets in T is denoted by I';. That is,
I ={Bel:Bg¢ B forall B eT —(B}}.

Let py be a probability distribution on K. Let pg(4) be a prob-
ability distribution on the shares S(A) given to a subset A C P.
Usually a secret K is chosen from K with the uniform distribu-
tion. A secret sharing scheme is perfect if

0 (fAel)

HKIA) = {H(K) GfA ¢T),

where H(K) and H(K|A) denote the entropy of pg and the
conditional entropy defined by the joint probability distribution
DPKxS(A)» Tespectively.

In general, the efficiency of a perfect secret sharing scheme is
measured by the information rate p [10] defined as

p=minp; : 1 <i <n), p; = log K1/ log ISP

where S(P;) denotes the set of possible shares that P; might re-
ceive. Obviously, a high information rate is desirable. A perfect
secret sharing scheme is ideal if p = 1.

2.2 Shamir’s (k, n)-threshold Scheme
Throughout the paper, p is a large prime, and let Z, be a fi-
nite field with p elements. Shamir’s (k, n)-threshold scheme is
described as follows [1]:
(1) A dealer D chooses n distinct nonzero elements of Z,, de-
noted by x1, x2,- - -, x,. The values x; are public.
(2) Suppose D wants to share a secret K € Z,, D chooses k — 1
elements ay, a, - - - ar—y from Z, independently with the uni-
form distribution.

(3) D distributes the share s; = f(x;) to P; (1 <i < n), where

f) =K +aix+ax®+ -+ a1 257!

is a polynomial over Z,,.

It is known that Shamir’s (k, n)-threshold scheme is perfect and
ideal [10], [11]. This implies that every k participants can recover
the secret K, but no group of less than k participants can get any
information about the secret.

The access structure of (k, n)-threshold scheme is described as
follows:

F={Ae2”: 4> k).
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In this paper, every share is computed by using Shamir’s (k, n)-
threshold scheme *!'. Therefore, we assume K = S = Z,.

2.3 Secret Sharing Schemes Based on Authorized Subsets
ForP = {Py,P,,---,P,}, K € K andI', Benaloh and Leichter’s

scheme [5] is described as follows.

Benaloh and Leichter’s scheme:

(1) LetI'y ={A1, Ay, -+, A,}. For A; € 'y, compute |A;| shares

Sils Si2s 5 SiJAl
by using an (|A;],|A;|)-threshold scheme with K as a secret
independently for 1 <i < m.

(2) One distinct share from
Si15 82,75 SijA

is assigned toeach P € A; (1 <i < m).
Example 1: For P = {Py, P, P3, P4, Ps, Ps}, consider the follow-
ing access structure

[y ={A1,Az,- -+, As}
where

Ay = {P1, P2, Ps5, Pg},
= {P2, P3, Ps, Pg},
= {P2, P4, Ps, Pg},
= {P3, P4, Ps, Pg},

= {Py, P2, P3, Py, Ps},
A¢ = {P1, P2, P3, Py, Pe}.

We shall realize this access structure by Benaloh and Leichter’s
scheme. In this case, shares are distributed as follows:

Pyt o511, 85,1, S6.1

Py : 512,521,831, 552, 862

P3 : 522,841,953, 563

Py 532,542,554, 564

Ps @ 513,523,533, 543, 555

P @ 5145524, 534> 5445 565
where s;; is computed by using Shamir’s (|A;|, |A;])-threshold
scheme with K asasecret (1 <i<6, 1< j<I|A).

For # = {Py,P>,---,P,}, K € K and I, the scheme I of
TUMOS [8] is described as follows.
Scheme I of TUMO05:

(1) LetTy. = {A €Ty : Al <
represent it as

[}, where | = maxg |B| and

To- ={A1,Az,---, A4}

with d = [To_|.
(2)Let? = {Pe X :XeTypand|X| > [} and ' = [#].

#1

The shares of the proposed schemes do not depend on the mechanism of
Shamir’s (k, n)-threshold scheme. Any ideal threshold schemes can be
used instead of Shamir’s (k, n)-threshold scheme with k # n, and more
simple schemes can be used instead of Shamir’s (n, n)-threshold scheme.
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Compute n’ shares
S ={s1,82, ", 5w}

for the secret K by using Shamir’s (I + 1,n’)-threshold
scheme. Then, one distinct share in S is assigned to each
Pep.

(3) Forevery A; € I',_ , compute |A;| shares
Si = {Swails Swai2s s Swaijal}

by using Shamir’s (|A;],]A;])-threshold scheme with K as a

secret independently for 1 < i < d. One distinct share in S;

isassignedtoeach P € A; (1 <i <d).
Example 2: We shall realize the access structure of Example 1
by the the scheme I of TUMO5. For this access structure, T is
given by

[y = ({P2, Ps, Pe). {P1, P, P3, P4}, {P1, P2, P3, Ps},

{P1, P2, Py, Ps},{P1, P3, Py, Ps},{P2, P3, Py, Ps},
{P1, Py, P3, P}, {P1, P2, P4, Pg}, {P1, P3, P4, Pg},
{P2, P3, Py, Ps}, {P1, P3, Ps, Ps}, {P1, P4, Ps, Ps}}.

Since [ = maxgp |B| = maxgr, |B| = 4, we have
To- = {A1,A, A3, Ayl

In this case, we have # = #’. Compute 6 shares
S ={s1,82, ", 56}

for the secret K by using Shamir’s (5, 6)-threshold scheme. For
Ay,A,, Az and A4, compute shares as follows:

57155725 573> 574}

={

= {58.1, 582, 583, 584},
{59.15 592, $9.3> 59,4},
{

S
Ss
S3
S4 = {s10.15 5102, 5103 S10.4},

where s¢4;; is computed by using Shamir’s (|A;], |A;])-threshold

scheme with K as a secret (1 <i<4, 1< j<|Aj]). In this case,
shares are distributed as follows:

Py i os1,871

Py 1 52,872,581, 59,1

P31 53,882, 810,1

P4 LS4, 592, 5102

Ps 55,573, 583, 593, 5103

P @ 56,574, 5845 594, S104-

The scheme I of TUMOS5 does not need to generate shares cor-
responding to the minimal authorized subsets whose sizes are

more than /+ 1, where / is the largest size of unauthorized subsets,
though it needs an additional share for each participant in #”.

3. Proposed Scheme A

Here, we modify Benaloh and Leichter’s scheme [5] and pro-
pose a new secret sharing scheme realizing general access struc-
tures. The proposed scheme can reduce the number of shares

© 2015 Information Processing Society of Japan

distributed to P € Q(C P) by dividing into Iy according to the

subsets of Q. On the other hand, the number of shares distributed

to P € P — Qs equal to that of Benaloh and Leichter’s scheme.
For P = {P|, P, -+, P,},Q(C P), K € K and T, the proposed

scheme A is described as follows.

Proposed Scheme A:

(1)Let A/ ={Cc@Q:QNA = C forsome A € 'y} and

represent it as

A ={C|.Cl,--+.Cl).
(2) For C! e A', let

A =(BCP-Q:BNC,=¢
and BU C; = A for some A € I'p}

and represent it as
A ={Ci1, Ci2, -, Cyay}-

(3) ForCl e A,
(i) if C] = ¢ then

Si={w;}and w; = K,

(ii) if C; # ¢ and A; = {¢} then
S ={w!} and v} = K,

(iii) if C; # ¢ and A; # {¢} then compute 2 shares
Si = {w, wi}

by using Shamir’s (2, 2)-threshold scheme with K as a
secret independently for 1 <i < m.

(4) For C! € A',if C] = ¢ then
S i = ¢’
else compute |C;| shares
il

— ’ ’ e ’
S1i={s Si2o s S,‘"C”}

by using Shamir’s (|C;], |C;|)-threshold scheme with w/ as a
secret independently for 1 <7 < m. One distinct sharein S ;
is assigned to each P € C; (1 <i < m).

(5) For C,‘j eA;, ifC,‘j = ¢then

Saij=¢,

else compute |C;;| shares
S2.ij = Siji1s Sij2s s Sijicy)}

by using Shamir’s (|C;l, |C;;|)-threshold scheme with w; as
a secret independently for 1 < i < m,1 < j < [A;|. One
distinct share in S, ; is assigned to each P € C;; (1 < i <
m,1 < j<|Al.
Example 3: Let Q = {Py, P>}. We shall realize the access struc-
ture of Example 1 by the proposed scheme A.
e Since Q = {Py, P,}, A’ is defined by

A ={C1,C5,C3}
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where

C| = {P1, Py},
C; = (P2},
C; = ¢.
o A, A; and Ajz are defined by

Ay = {{Ps, Pe},{P3, P4, Ps}, {P3, Py, Pg}},
Ay = {{P3, Ps, Ps}, {P4, Ps, Pg}},
Az = {{P3, P4, Ps, Pg}}.

e For C|,C} € A’, compute 2 shares

S = {w,wi),
Sy = {w, w)}

by using Shamir’s (2, 2)-threshold scheme with K as a secret.
Since C} = ¢, we set

S3 = {wg} and w3 = K.
e For C|,C} € A', compute |C/| shares

Sl,l = {s’l’]asll’z}v
Si2 = {s5,}

by using (|C}|, |C}|)-threshold scheme with w; as a secret in-
dependently for 1 <i < 2. Since C} = ¢, we set

S13=¢.
e For C;; € A; , compute |C;j| shares

Sa11 = {s1,1, 5112}
Sa12 = {8121, 5122, 5123}
S213 = {8131, 5132, 5133}
Sa21 = {8211, 52,12, 52,13

|8
S222 = {5221, 5222, 5223},
S231 = {83,1,1, 53,12 3,13, 53,14}

by using Shamir’s (|C;jl, |C;;|)-threshold scheme with w; as a

secret independently for 1 <i<3,1 < j <|A,l.

e In this case, shares are distributed as follows:

Py s

Py i s1s,8,

P31 5121, 813,15 52,115 83,11

Py i 5122, 5132552215 53.12

Ps 511,15 8123, 52,125 822,25 53,13

P61 5112, 5133, 52,135 52235 $3.1.4-

The proposed scheme A can reduce the number of shares dis-

tributed to each participant P € Q(C ). On the other hand, for
any P € P — Q, the number of shares distributed to P is equal

to that of Benaloh and Leichter’s scheme. Here, we show some
properties of the proposed scheme A.

© 2015 Information Processing Society of Japan

Theorem1 Let # = {Py,P,,---,P,} be a set of n partici-
pants. For any Q(C %) and any access structure I'(c 2%), dis-
tribute shares for a secret K by using the proposed scheme A.
Then, for any subset X c P,

(a) Xel'= HK|X) =0,

(b) X¢TI = HK|X)=H(K).

Proof: Let Xs,, and Xs,,,; denote the shares in §; and S5 ; as-
signed to X, respectively(l < i < m,1 < j < |A;]). At first, we
show H(K|X) = 0 for any X € I'. From the property of the access
structure and the definition of Ay, ---, A, and A’, there exists
A € I’y such that

C; U C,‘j =AcCX
In this case, we have
IXs,4l = IC]l and |Xg, i | = |Cyjl.

X can recover w; Since s; j1, Si.j2, " * * » Si.jjc;;| are shares computed
by Shamir’s (|C;jl,|C;j|)-threshold scheme with w; as a secret.
Similarly, If C} # ¢, X can recover w; since S;,l’ sl’,’z, s St,',IC,f
shares computed by Shamir’s (|C7|, |C}|)-threshold scheme with

‘ are

w; as a secret. From the definition of §;, we immediately obtain

H(K|X)

H(K|Xs, 55 Xs 0 Xsor > XS m)
H(K|Xs,,, Xs,,;)

0.

IAN

Since H(K|X) > 0 is obvious, we have H(K|X) = O forany X € .

Next we show H(K|X) = H(K) for any X ¢ I'. From the prop-
erty of the access structure and the definition of A;, - - -, A, and
A, for any A; € Ty, we have

Ci¢gXorCi ¢ X(1<j<|A.

This implies
H(K|Xs,;, Xs,,;) = HK).

for1 <i<m,1 < j<|A,;l From the definition of §;, we have
H(K|Xs,;, X551+ Xs0m)) = HK)

for 1 < i < m. This implies

H(XSL,s XSgy,-yl P 9XSz,,,m,.\|K)
= H(Xs,;» X550 X55100))- (1)

In order to show H(K|X) = H(K), we expand H(K|X) as follows:

H(K|X)
= H(K|XSH’ s X Xy ’st,m,mmw)
= H(K)
+H(XSL1 RN ’XSl,m’ XSz.].l IR XSZ.m,Mm\|K)
—H(Xs,,. 2 X5, Xs5000 7+ XS im)- @)

From the chain rule for entropy, we have

H(Xs, ;55 Xs 1 X5y s XS 1K)
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m
= D H(Xs, ., Xs,,yo s Xy Ko Xs, oo
=1
"'7X51.z-|’X52.1‘1""’st‘;-l.m_lx)
© X
2 HXs, 0 Xs,,y0 0 Xs 0 K
=1
m
= D HXs, Xsyy0e s X)) 3)
=1
Here, (%) comes from the fact that Xg ,,---,Xs , and
Xs3100" "> XSym, are mutually independent and the last

equality comes from Eq. (1). On the other hand, we have

H(XSI,I PR XSI,m’XSZ.I,I PR XSz,m.\:nm)
m
= > H(Xs, Xs,, 000> X X oo
t=1
e 7XS],1—1 7X52,L1 PR X52‘171A|:q,,l|)
m
< > H(Xs, 0 Xsyy0 et Xs um) “)

=1
Substituting Eqs. (3) and (4) into Eq.(2), we obtain H(K|X)
H(K). Since H(K|X) < H(K) is obvious, we have H(K|X)
H(K). ]

The next theorem shows that the proposed scheme A includes

\2

Benaloh and Leichter’s scheme as a special case.

Theorem 2 If Q = ¢, then the proposed scheme A coincides
with Benaloh and Leichter’s scheme.
Proof: Since Q = ¢, we have

A ={C},.Cl=¢
and
A =T.

Thus, the proposed scheme A coincides with Benaloh and Le-
ichter’s scheme. ]

Let N4 (P) be the number of shares distributed to P € P by us-
ing the proposed scheme A. Similarly, let Np.(P) be the number
of shares distributed to P € ¥ by using Benaloh and Leichter’s
scheme. The next theorem shows the proposed scheme A is more
efficient than Benaloh and Leichter’s scheme from the viewpoint
of the number of shares distributed to each participant in Q(C P).

Theorem 3 For any P € #, the number of shares distributed
to P is evaluated as follows:

Naepy = Vo) = le HPYNCI(A] - 1) (PeQ)

Npr(P) (P¢gQ.

Proof: From the definition of Ay, -, A, and A’, Ns(P) is ob-
tained by

Na(P) = |C"e A :PeC')
= Y ItPincjl &)
i=1
for P € Q. On the other hand, Ng.(P) is obtained by

Npr(P)={X€Ty: PeXj. (6)

© 2015 Information Processing Society of Japan

From the definition of Ay, - - -, A,, and A’, we have

(=

{Xely:PeX}=| {CiUC:PeC},CeA} (7)

1

Il
—_

for P € Q. From Egs. (6) and (7), we have

Np(P) = D (CUC: PeCl,C e A
i=1

M=

[{PY N Cil - 1A (®)

for P € Q.
Similarly, N4(P) is obtained by

Na(P) = {CeA :PeCl )

m
i=1

for P ¢ Q. From the definition of Ay, - - -, A,, and A’, we have

XeTy:Pexp=| Jicjuc: PecCen) (10)

i=1

for P ¢ Q. From Egs. (6) and (10), we have

Npr(P) = HC/UC:PeCeA

m

i=1
m

{CeA; :PeCl (11)

i=1
for P ¢ Q. Theorem 3 is easily obtained by Egs. (5), (8), (9) and
(11). o

4. Proposed Scheme B

The proposed scheme A can reduce the number of shares
distributed to P € @, but the number of shares distributed to
P € P — Q is equal to that of Benaloh and Leichter’s scheme.
Here, we apply I'o- of the scheme I of TUMOS [8] to the pro-
posed scheme A and propose a new secret sharing scheme real-
izing general access structures. Since the scheme I of TUMO0S
is more efficient than Benaloh and Leichter’s scheme, the pro-
posed scheme B can also reduce the number of shares distributed
toPeP-Q

For P = {Py, P, -+, P,},Q(C P), K € K and T, the proposed
scheme B is described as follows.

Proposed Scheme B:

(1) LetT'o- = {A € Iy : |A| < I}, where | = maxpg |B|. Let
P ={PeX:XeTlyand|X| > [} and n’ = |#’|. Compute n’
shares

S ={s1, 852, ", 5w}

for the secret K by using Shamir’s (I + 1,n’)-threshold
scheme. Then, one distinct share in S is assigned to each
Pe®.

(2)Let A ={Cc@Q:QNA = C forsome A € I',_} and
represent it as

A ={C},Chr-+-,C).
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(3) For C/ € A, let

A ={BCcP-Q:BNC,=¢
and BUC; = A for some A € I'y_}
and represent it as
A; ={Ci1,Cin, -+ -, Cy -

(4) ForCj e A,
(i) if C; = ¢ then

S; ={w;} and w; = K,

(i) if C] # ¢ and A; = {¢} then
S; ={w} and w} = K,

(i) if C} # ¢ and A; # {¢} then compute 2 shares
Si = {w,w)

by using Shamir’s (2, 2)-threshold scheme with K as a
secret independently for 1 <i <d.

(5) For C} € A, if C] = ¢ then
S1i=¢,
else compute |C}| shares
Sii= {S;,l’ 51{,2’ T 52,\c;|}

by using Shamir’s (|C|,|C;|)-threshold scheme with w; as a
secret independently for 1 < i < d. One distinct share in S ;
is assigned to each P € C! (1 <i < d).

(6) For Cjj € A; , if C;j = ¢ then
$2ij = ¢,
else compute |C;;| shares
Saij = A8ij1s iz s Sijicl)

by using Shamir’s (|C;jl,|C;;|)-threshold scheme with w; as a
secret independently for 1 < i < d,1 < j < |A;|. One dis-
tinct share in S5 ; j is assignedtoeach P € C;; (1 <i<d,1 <
J < |AD.
Example 4: Let Q = {Py, P,}. We shall realize the access struc-
ture of Example 1 by the proposed scheme B.
e Since [ = 4, we have

To- = {A1,A2, A3, Ag}
and P = #’. Compute 6 shares
S = {s1,52,""", S}

for the secret K by using Shamir’s (5, 6)-threshold scheme.
e Since Q = {Py, P,}, A’ is defined by

A =1{C],C5,C)
where

Cy = {P1, P2},

© 2015 Information Processing Society of Japan

C, = (P2},
C} = ¢.
o A, A and Aj are defined by
Ar = {{Ps, Ps}},
Ay = {{P3, Ps, Ps}, (P4, Ps, Pg}},
Az = {{P3, Py, Ps, Pe}}.
e For C|,C} € A', compute 2 shares
Sl = {l,U],U)/l},
So = {wa, wh})

by using Shamir’s (2, 2)-threshold scheme with K as a secret.
Since C = ¢, we set

S3 = {U)3} and w3 = K.
e For C,C} € A, compute |C;| shares

S = {5/1’17 5,12},
Si2 = {55}

by using (|C}|, |C’|)-threshold scheme with w; as a secret in-
dependently for 1 <i < 2. Since C} = ¢, we set

Si13=9¢.
e For C;; € A; , compute |C;j| shares

So1 = {s111 5112},

Sa21 = {82,115 52,12, 213}

S222 = {5221, 8222, 5223},

S23.1 = {8311, 53,12, 83,13, 83,14}
by using Shamir’s (|Cjl, |C;;|)-threshold scheme with w; as a
secret independently for 1 <i < 3,1 < j < [Ajl.

e In this case, shares are distributed as follows:

P, : sq, s’l’ |
Py i 52,815, 5)
P3 53,8210, 83,11
Pyt s4,5201,8312
Ps : $5,811,15821,25 52225 53,13
Ps : S6,51,125 52,135 223> 53,14-
The number of shares distributed to P € P is described in Ta-
ble 1.
This result shows that the proposed schemes A and B can re-
duce the numbers of shares distributed to P € Q. The proposed

scheme B does not require shares corresponding to authorized
subsets As and Ag. Thus, the proposed scheme B can also reduce

Table 1 Comparison of the number of shares distributed to P € P.

P, | P, | Psy | Py | Ps | Ps

Benaloh and Leichter’s scheme 3 5 4 4 5 5

The scheme I of TUMOS 2 4 3 3 5 5

The proposed scheme A 1 2 4 4 5 5

The proposed scheme B 2 3 3 3 5 5
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the numbers of shares distributed to P3, P4(¢ P — Q). Here, we
show some properties of the proposed scheme B.

Theorem 4 Let P = {Py,P,,--
pants. For any Q(C ) and any access structure I'(c 27%), dis-

-, P,} be a set of n partici-

tribute shares for a secret K by using the proposed scheme B.
Then, for any subset X C P,

(a) Xel'= H(KIX)=0,

(b) X¢TI = HK|X) = H(K).

Proof: Let X5 denote the shares in S assigned to X ¢ . Sim-
ilarly, let Xg,, and Xs,,. denote the shares in S;; and S5 ; as-
signed to X, respectively(l1 < i < d,1 < j < |A]). At first, we
show H(K|X) = 0 forany X €T

(Case i) X € I' and |X| > [ + 1: In this case,

[Xs|>1+1.

Since sy,---, s, are shares computed by Shamir’s (/ + 1,n’)-
threshold scheme with K as a secret, we immediately obtain

H(K|X)

= H(K|Xs,Xs,,, ", Xs,
H(K|Xs)

= 0.

Ko Xs,

d’ d Al )

IN

(Caseii) X € I' and |X| < I: From the property of the access struc-
ture and the definition of Ay, - - -, Ay and A’, there exists A € I'y_
such that

Cz/ U Cij =ACX
In this case, we have
[Xs,.il = |C;] and |Xs, ; j| = |Cijl.

X can recover w; since S; j1, $i.j2," " " » 8ijjc;| are shares computed
by Shamir’s (|C;jl,|C;j])-threshold scheme with w; as a secret.

Similarly, If C} # ¢, X can recover w; since s7 |, 8}, are

s
»Sic
shares computed by Shamir’s (|C’|, |C}|)-threshold scheme with
wl/. as a secret. From the definition of S;, we immediately obtain

H(K|X)

= H(K|Xs. Xs, .2 X, X5, 002 Xspu0)
< H(K|Xs,,. Xs,,,)

= 0.

Since H(K|X) > 0 is obvious, we have H(K|X) = O forany X € I".
Next we show H(K|X) = H(K) forany X ¢ I'. Forany X ¢ I,
we have |X| < . This implies

H(K|Xs) = H(K). (12)

From the property of the access structure and the definition of
A, -+, Ag and A, for any A; € T'y_, we have

C: (ZXOI'C,'j ¢ X <j< [A).
This implies
H(K|Xs,;, Xs,,;) = H(K).

for1 <i<d, 1< j<|A,jl From the definition of S;, we have
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H(K|Xs, , Xs,,» - Xs ) = HK)
for 1 < i < d. This implies

H(Xs,;, X5, Xs, 00 1K)
= H(Xsl,i’ XSZJ,I s XSZ,LIJ(,I)' (13)

In order to show H(K|X) = H(K), we expand H(K|X) as follows:

H(K|X)
= H(KIXs, X5, X515 Xsa010 0 XSoym,)
= H(K|Xs)
+H(XS|Y1 ERY XSL[[a XSQ,H ER XSZJMJ((/I |K’ XS)
“H(Xs,, X5, s Xsa11 5 X5y, 1 Xs)- (14)
From the chain rule for entropy, we have
HXs, 5 Xs o X055 X5 gy [ Xs)
d
= ) HXs,,, X5, Xy 0 [K X5, X0
t=1
) XSL;-] > XSZ,].I T XSz.:-l,m,,,\)
() !
2 HXs, 0 Xsyyyo 5 Xy K
=1
d
= D H(Xs,, Xs,, o5 X5y n,)- (15)
=1
Here, (*) comes from the fact that Xg,Xg ,---,Xs,, and
Xs5145 7"+ X554, are mutually independent and the last equality

comes from Eq. (13). On the other hand, we have

HXs, 5 Xsy o Xsy 0005 Xm0y 1Xs)

d
= D H(Xs,, X5y X X, X, o
t=1
e 7XS|.1—1 ’XS2.1,I 57T XSz,;—].\:f([,,\)
d
< Z H(XSI,NXSZ,LI [ stAr,m,\)' (16)

=1

Substituting Egs. (12), (15) and (16) into Eq.(14), we obtain
H(K|X) > H(K). Since H(K|X) < H(K) is obvious, we have
H(K|X) = H(K). ]

The next theorem shows that the proposed scheme B includes
the scheme I of TUMOS as a special case.

Theorem 5 If Q = ¢, then the proposed scheme B coincides
with the scheme I of TUMOS.
Proof: Since Q = ¢, we have

A ={C1},Cl=¢
and
A =T_.

Thus, the proposed scheme B coincides with the scheme I of
TUMOS. m]
The next theorem shows that the proposed scheme B includes
Shamir’s (k, n)-threshold schemes as a special case.
Theorem 6 LetP = (P, P,,---,P,}. T ={A €2 : |A| >
k}, then the proposed scheme B coincides with Shamir’s (k, n)-
threshold scheme for any Q(C P).
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Proof: In this access structure, we have [ = k — 1, n’ = n and
I[o- = ¢. Then, S = {sy, 52, -, s,y } is obtained by using Shamir’s
(I + 1,n")-threshold scheme, and one distinct share in S is as-
signed to each P € P. Thus, the proposed scheme B coincides
with Shamir’s (k, n)-threshold scheme. |

Let Np(P) be the number of shares distributed to P € # by us-
ing the proposed scheme B. Similarly, let N7y,(P) be the number
of shares distributed to P € P by using the scheme I of TUMOS.
The next theorem shows the proposed scheme B is more efficient
than Benaloh and Leichter’s scheme and the scheme I of TUMO5
from the viewpoint of the number of shares distributed to each
participant.

Theorem 7 For any P € P, the number of shares distributed
to P is evaluated as follows:

d
Np(P) = > PO ClI(AL - 1)
i=1

-||{xéro-r0_:PeX}|—1|+ (PeQ

Ng(P) =
NpL(P)
X eTo-To:Pex)i-1] (P2Q
and
d
Np(P) = Nrum(P) - ; KPYN Ci(AlI-1) (Pe@)

Nrym(P) (PE£Q

where |x|* = max{0, x}.
Proof: From the definition of I'y_, we have

NBL(P):HXGFQ_ZPEX}|+|{X€F0—F0_ZP€X}|
and
Nryu(P) = {X €eTy_: Pe X}|+ {P}nP|. (17

The last term of Eq. (17) comes from the fact that the scheme I of
TUMOS5 needs one additional share for every P € #’. From the
definition of Aj, - - -, Ay and A’, Np(P) is obtained by

d
Py NP+ > HPINC]l (PeQ
Np(P) = B
(PP |+ > HCeA: PeCll (PEQ).

i=1
Theorem 7 is easily obtained by the above equations and the re-
sult of Theorem 3. ]

5. Evaluation of the Efficiency

Here, we consider the efficiency of the proposed schemes. The
proposed scheme A can reduce the number of shares distributed
to each participant P € Q(c P). The proposed scheme B can
also reduce the number of shares distributed to each participant
in # — Q. From Theorem 3 and 7, we immediately obtain

Np(P) < Ns(P) forany P¢Q.

Next, we consider P € Q. From Eq. (5) and the proof of Theorem
7, we have
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Np(P) = Na(P) + (P} N P'| - Z {Py N X, (18)
XeA, -A;

where
A, ={CcQ: QNA=C forsome A €Ty},
Ay ={CcQ : QNA=C forsome A eIy}

This shows that the proposed scheme B is not always more effi-
cient than the proposed scheme A for P € Q and the efficiency
depends on the access structure. In the worst case, Eq. (18) is
evaluated by

NB(P) < NA(P) + 1.

Next, we consider the information rate p. The information rates
of the proposed schemes A and B are denoted by

pa = min{l/Ny(P) : P € P}, (19)
pp = min{1/Ng(P) : P € P}. (20)

Equations (19) and (20) show that the efficiency of the proposed
schemes gets higher as the number of shares distributed to partic-
ipants becomes small. Thus, we can improve the information rate
when we set

Q={PeP:ps=1/Na(P)}
or

Q={Pe®P:pp=1/Ng(P))}.

6. Conclusion

We have proposed new secret sharing schemes realizing gen-
eral access structures. Our proposed schemes are perfect secret
sharing schemes and can reduce the number of shares distributed
to specified participants. Furthermore, for any access structure,
the proposed schemes are more efficient than the previous re-
sults [5], [8].
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