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Mob Scene Filter: A proposal for protecting privacy
by Changing Facial Appearance
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HIROSE MICHITAKA?

Abstract: Mob Scene Filter (MSF) aims to prevent identification of an individual identity by changing
one’s facial appearance. Currently, image processing techniques, such as the mosaic and the blur, have been
used to prevent identification of a person’s identity. These techniques, however, make people difficult to
understand the context of the video, because the facial expressions of the characters and the background in
the video are masked. So, we propose a system called MSF that changes not only the facial textures but also
the arrangement of the facial regions and their size. The system first identifies a face and facial features in
a video. Then, the system superimposes another person’s face on those identified faces, and transforms the

size of facial regions and the arrangement.
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X 1: VY — AM#

Fig. 1 Source Image.

¥ 2: MSF ALBEER D5
Fig. 2 Mob scene filtered image.
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Fig. 3 Result of face pose estimation.

X 4: BZZALPE

Fig. 4 Face deformation processing.
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[X 5: EEEHRDZETE

Fig. 5 Deformation of the superimposing image.
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Fig. 6 Genelate the mask image.
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Fig. 7 Face superimposed processing.
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Fig. 8 Facial expression decoding degree by image processing.
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Fig. 9 Discomfort degree by image processing.
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# 1 EANFRE S 20U W IES,
Table 1 Ranking of the difficulty to identify the individual.
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B 10: 77— MICER L 72 Al
Fig. 10 Example image used in our questionnaire at subjective

evaluation.

B 11: SEERICFEH] L 2R

Fig. 11 The video that was actually used.
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Fig. 12 Personal specific rate by the filter application.
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