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A study for realizing a user authentication system
using a surface electromyograph

Abstract: At the present time, mobile devices such as tablet-type PCs and smart phones have widely pen-
etrated into our daily lives. Therefore, an authentication method that prevents shoulder surfing is needed.
We are investigating a new user authentication method for mobile devices that uses surface electromyogram
(s-EMG) signals, not screen touching. The s-EMG signals, which are generated by the electrical activity
of muscle fibers during contraction, are detected over the skin surface. Muscle movement, which are called
gestures in this paper, can be differentiated by analyzing the s-EMG. And also, ss-EMG signals generated
from a same gestures by different persons are different. So, a list gestures are used as a password in the study.
In this paper, a series of experiments was carried out to investigate that a new inexpensive electromyograph

can be applied to the authentication method.
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Fig. 1 A sample of electromyogram signals.
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Fig. 2 An example of a registered password (a list of gesterus).
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Fig. 3 The correspoinding electromyograpms.
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Fig. 4 An example of input electromyograms generated by the

owner.
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Fig. 5 An example of input electromyograms generated by an-
other.
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Fig. 6 Myo ™.
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iments.
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Fig. 8 The gestures introduced into the experiments.
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Fig. 9 EMG signals of gesture D (1).
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Fig. 10 EMG signals of gesture D (2).
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Fig. 11 An EMG signal of gesture F.
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