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A Study of Puzzle Authentication Method with Video Recording

Attack Resistance
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Abstract: Currently, user authentication methods such as PINs, passwords and so on, are used to protect important and private
data in mobile devices. However, those existing methods are not sufficiently safe against shoulder surfing attacks. Attackers can
easily steal PIN codes or passwords. To prevent such attacks, the puzzle authentication method was proposed. In the method,
users unlock their devices thorough solving a “puzzle”. A user drags an orb to adjacent positions, and the dragged orb swaps
places with the orb already there. The authentication will succeed when all of the orbs corresponding to characters of the
password are put into the designated positions. The special feature of this method is that users have fun while they unlock their
devices. However, it was also known that the method has several drawbacks. First, the method is not strong enough against
brute-force attacks. Next, the correct answer is easily revealed by shooting the authenticated screen using a video camera. In this
study, several improvements were made to the method to overcome brute-force attacks and video recording attacks. The

improved authentication method was implemented and experiments for evaluation were carried out.
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Figure 1 Examples of authentication of the existing method.
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Figure 2 How to move an icon in the puzzle authentication

method.

2. NRAXNBZBHAK
2.1 RANEBTFAXOBE

PRANVRZRGE A L X, WERONAT — FHARUC L 53
AEICALE & S AV DO EFERIAI, NAT— REREL
TR Z D 2 L2 K VRBREEAT 5 [6][7]. Z DFEAES =
T xRSO % .

ZOFROBIEERIZIL, 0705 9 DT, BILW, 7,
FH, oM K ADI6HEOT A 2R3 4X4 D 16 HDO~
AT A RIEBESATWS (K 1(a). =—Vi%, =
%:%ﬁbf%mt4o@74ny(ﬂx74ny)@
HANCBEE L THB W4 DB (R2Aasr—ay) |
BEiS L, EiREREhE 25 (M 1(c). B 1 Tix

(©2015 Information Processing Society of Japan

Vol.2015-I10T-31 No.4
Vol.2015-SPT-15 No.4
2015/9/25
FHADT-OIZ, NATA A ZREOLFTT, NAR T —
a B ENTWAYAEBATRLTNS. 2720
KENRAT A avEBihsgd\z2ar—ya FikhEoT
BOLTP, 020y —32 g I EDRRAT A a2 BE)
SHTHRIETEF LD (K 1(d)).
a—WE, BEISEEWT A 2 iZZyFL, TDFEF
K rFd25ZLi2kY, ETFTEARDOWTAOI A~
L, TOTAarEBBSELENTES. TOK, B
FEONBEIZTENEH-T2T A ar s, BANANREDLD
(B 2(a)b)). SHIT, FwEHSTICT Az 2BEHIE
BITHZEILED, BEOTA L OMNENE & D TEL
FTHZ LD (F 20e)d). D7, 2—FRRT
AarviE"Znlr—va VBB S LRI, EERNT v
TEBTA T, P LENATA 2 TR THEW,
ZOZEND, RFEHmEZRE L TH, SAT A3 e
AR —alNENTHGLIONERET HZ LIXREET
HD. REBIOFETIE, RIICTA arzfiio7cb, B
FENSE T T ETIHERBES e n) T—FEX | TR
EEITOBOETH (K 1(0b)).
22 RXLVBEBIASFROEER
BETF O /S A NVRIZREE AR T, DT OREFBRESSHEL
[ 5 BRI &L D SR BB Tk U Tt AME Y &y S RijRE
NdHD.
- B  BIARIEOT A 2 ORBEETEL, W
BENZOBVICTA 2 ORBEZFHT 5 2 & TRIEN
BEILTLESHETHD. BEFFIETIE, ~Arr—v
U ENRRTA A EBRELTWSREYD, BiEFERTHD
NRAT A arbR_zalr—a URNonbia T, RFE
REBEDT A 2 OELE S 25k L CThIE, TN LR
BB ZFHRT S0 T, BiEERsEs 2N TETL
9.
 HBRRIEHEEE : ~AEOT A arOHBREEE R D
gk, xT7T M avERxn s —va v ERHETD
WECTHDH., METFETIE, XA r—ya XA 7 4
AUEFEELTVAED, RAT A av I Aalr— 3
COMBUSMTITHBL LR, 2070, B < ORIERK
DIEOEEAHIUE, 4 DDA T A a L FIFRENS 4
DORAT—a v KL 1207 A4 2T REND
Roalr—varEZRAN0A52ENTECLEY. 20K
BIERE L7 RAEEE OB L T AUTZ T E, oAl
BN ERND EEZBND.
F7o, BEFEN T U F DR ADNC X0 BIRICEEREN 28
it S o eI
41X 1/16 X 1/15 X 1/14 X 1/13 = 1/1820
Thsd. Zhix, PIN e o, KK HOLNTWER
FESRICHNTEVWE W RELD S,



AL A 2 e
IPSJ SIG Technical Report

AT A2 HATA2 (@) J{?\?‘f??t@ﬁ?}

HADT—t3y NARr =y (EE) AAQT =43 ()

Hi1 2
BEEE BEER
X 3 FRRERFD A D5HE

Figure 3  Division of an input sequence for authentication.
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Figure 7 The results of the questionnaire.
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