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Abstract: In recent years, behavior-based methods have attracted many researchers in the field of cyber-
attack detection. As such methods exploit the normal behavior modes extracted from learning data to detect
anomalies, it is no longer necessary to set thresholds in advance that are used to distinguish normal and
abnormal traffic. For extracting the normal behavior modes, a learning algorithm is often used after the
frequency diagrams have been built. However, even the frequency diagrams have been drawn, there are still
some parameters need to be determined in advance in the existing learning algorithms for extracting normal
modes from the frequency diagrams and such parameters are often not easy to decide in advance. To solve this
problem, we propose a novel learning algorithm, in which no parameters need to be tuned. According to our
discussion and experimental results, our proposed learning algorithm is efficient for detecting cyber-attacks.
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Fig. 1 Example of behavior-based anomaly detection.

flaccessed ports per time unit
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Table 1 Behavior-based portscan detection.
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Fig. 2 Frequency distribution of numbers of accessed ports.
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Fig. 3 Frequency distribution used in Feng et al. [5].

£ 2 FHST %E 7 V30 X241k [5]
Table 2 Initiation of Feng algorithm [5].

Input: Frequency Distribution of the number of accessed
different ports in one time unit

Output: Normal behavior mode

Descriptions

Input: Frequency Distribution diagram
Output: normal behavior mode

a%: a threshold

[%: a threshold

d: distance to the next bin

Initializing

Q: group of checked bins

Area(£): the number of time units in Q
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Output
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Fig. 4 FHST algorithm [5].
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Table 3 Initiation of our proposal in this study.

Input:  Frequency Distribution of the number of accessed
different ports in one time unit

Output: Normal behavior mode

Descriptions

Left_Pointer:

pointing to endpoint of the left-most 1* bin-
group

Right_Pointer:

pointing to the end point of the right-most
bin-group

Span:

the difference between the right-most and
the left-most bins
Total_area:  summation of all bins
Initializing | Dist-right
the distance between the Left Pointer and its
right-neighboring bin-group
Dist_left:

the distance between Right Pointer and its
left-neighboring  bin-group

Area_right:

the area of the Left Pointer’s right-
neighboring bin-group

Area_left:

the area of Right Pointer’s left-neighboring
bin-group
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Fig. 5 Learning algorithm proposed in this study.
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Fig. 6 Frequency distribution: time unit=10, bin width=500.
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Fig. 8 Frequency distribution: time unit=30, bin width=500.
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Fig. 12 Frequency distribution and learning result (pattern 1).
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