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A Hardware Trojan Circuit Detection Method Based on Information
of Non-transition Lines at VLS| Design Stages
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Recently, the increased utilization of outsourcing services for a part of designing VVLSIs might reduce reliability of \VLSIs. There
is a risk that hardware Trojan circuits are inserted into VLSIs by attackers at design stages. It is difficult to detect Trojan circuits
by functional verification and testing. In this paper, we propose a hardware Trojan circuit detection method based on a pair of
non-transition lines and unset values generated as the results of acceptance verification. A test generation to set a non-transition
line to an unset value is performed and lines with test sequences are identified as malicious lines which are suspected of Trojan
circuits. The proposed method is applied to AES encryption circuit and benchmark circuits. Experimental results show that
Trojan Circuits was included in the identified malicious line set.
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