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A Lightweight Capability-Based Protection
Mechanism for Object-Oriented Systems

Suicerl Yamapat and Kartsumi Maruyamal

This paper describes a Lightweight Capability-Based Protection Scheme, LCP, which needs
only small execution overhead for object-oriented systems. The LCP is based on a virtual
addressing mechanism, instead of a capability-based addressing mechanism, to reduce the
overhead. In LCP, capabilities are applied only to memory accesses from application thre-
ads to message buffers in a shared memory space. The reason for the limited use of capabi-
lities is that the application threads may sometimes include potential errors, leading to il-
legal memory accesses, while the message buffers in a shared memory space are vulnerable
to illegal accesses, therefore, both necessitating a robust memory protection mechanism.
Capabilities in LCP are assigned to both application threads and message buffers. An appli-
cation thread’s capability contains its own thread identifier, while a message buffer’s capa-
bility contains the thread identifier of an application thread, given an access right to the
message buffer. Every time an application thread makes an access to a message buffer, the
two capabilities are compared to detect an illegal access. This capability comparison is
performed in parallel with the memory access, resulting in little performance degradation.
The LCP is implemented with 2% execution overhead increase while achieving almost
100% error detection under practical conditions.
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Fig. 1 Conventional memory protection mechanisms.
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