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Secure network coding using the remaining network

TATSUYA FUJIMOTO'' IWAMURA KEIICHI™

Abstract : The maximum communication rate in multicast network is given by the max-flow min-cut theorem and is achieved
by using network coding. Network coding also enable to improve the secrecy of transmit information. For safety, the wiretapper
can get no information from message on arbitrary t paths in the network. This is called t-secure network codes. In order to
construct a t-secure network codes, the transmission data is necessary to be constituted of the secret message and t random
numbers in the source node. Therefore transmission rate is lowered. In this paper, we use the remaining network which is
independent of maximum flow of multicast communication. Without lowering the transmission rate, we can achieve partially
t-secure network code against wiretapping on the communication network.
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