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Implementation of a general-purpose honeypot for TLS / SSL protocol
and experimental results by HTTPS

Abstract: Inrecent years , TLS / SSL is widely used as a protocol for secure communication. It is interested
in it for attackers. We designed and implementated a generic honeypot system that can easily collect attack
information about TTLS / SSL protocol. Using this system, we implements an HTTPS honeypot. And we
describe results of the collected information to be installed in darknet at University of Tsukuba.
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TYPE La—F# | KRN | =¥
0x16(Handshake) 8,973,369 841 60,541
0x14(Change Cipher Spec) | 2,283,200 271 60,541
0x17(Application) 2,028,384 | 110 60,537
0x15(Alert) 517,670 122 60,541
0x18(Heartbeat) 345,441 20 60,533
TLS Il E 750> Type 857,411 1,170 60,540
it 15,005,475 | 1,890 60,541
£ 5 Heartbeat DGR

Type Heartbeat DMGR La—FR# | RAM | =%k
W7 & % Heartbleed %% 329,843 4 60,532
2L E N7z Heartbeat 15,133 15 13,486
Heartbeat ICHIE R NA B3I | 465 1 453
gt 345,441 20 60,533
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