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Preliminary investigation for detection of SSH password cracking
attacks by botnet

Abstract: There are many malicious attacks in the Internet. In particular, there are many illegal accesses
penetrates into SSH servers. So we have been developing a SSH Password Cracking Attack Detection sys-
tem called SCRAD . Our system detects attacker’s connection using the number of packets per connection
between the SSH client and server. And,SCRAD denies the source IP address when repeating 10 times of
the attacker’s connection. However, we found some false negative in the SCRAD’s log files. The cause of
false negative is botnet. The harder attacks some SSH server from 1 to 5 times. Our system assumed to
attack from one source. Therefore, SCRAD couldn’t detect attacks from botnet. In this paper, we analyze
the characteristics of SSH password cracking attacks from botnet. As a result, we found the three character-
istics. The feature of attacks from botnet are to attack from 1 to 5 times to a destination IP address from
several source IP address in short term. Therefore, we detect the attack from botnet using unique source IP
addresses and attacker’s connection to a destination IP address.
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20 72.9.86.203 -> 133.37.A.B 2014 07/06 4:41:55

20 70.176.48.241 -> 133.37.A.B 2014 07/06 4:41:59

21 178.140.67.11 -> 133.37.A.B 2014 07/06 4:42:07

20 122.166.145.12 -> 133.37.A.B 2014 07/06 4:42:18

20 212.164.161.121 -> 133.37.A.B 2014 07/06 4:42:23
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20 93.95.103.177 -> 133.37.C.D 2014 07/06 5:06:43

21 178.140.83.62 -> 133.37.C.D 2014 07/06 5:06:48

19 217.20.17.253 -> 133.37.C.D 2014 07/06 5:06:54

20 69.71.163.58 -> 133.37.C.D 2014 07/06 5:06:58
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