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Secure and efficient key sharing in clustered sensor networks

SHINICHI GOTO™'  KEIICHI IWAMURA ™

Wireless sensor network is a form of ad-hoc networks for the purpose of information monitoring. This system consists of sensor
nodes and a base station. Sensor nodes send sensing information such as temperature or humidity to their base station directly or
indirectly through multi-hop routing.

Sensor nodes are not tamper resistant due to cost factors. Therefore, high-performance CPU is not used in sensor nodes. So, it’s
difficult to conduct complicated calculations like in the public key encryption. Additionally, in the sensor node, memory capacity
is low. So, we should have to minimize the data. Moreover, sensor nodes have low capacity battery. Therefore, efficient energy
consumption_is important consideration point. Clustered networks are composed of a group of nodes. Each cluster autonomously
chooses a cluster leader named the cluster head. In each cluster, the cluster head is important factor, which receives some
environmental data from ordinary nodes in its cluster. This data is then sent to the base station. In case of ordinary node, the
average communication distance can be shortened using multi-hop cluster communication in this system. So, it can decrease
energy consumption. But, in these networks, cluster head is unchanged. So, cluster head consume energy more quickly than
others.

In this paper, we propose a two suitable key sharing scheme in clustered sensor networks using secret sharing. First, our method
reduces memory capacity to share keys and can share keys with any other node. Additionally, it prevents an attacker from
obtaining other link keys.
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